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Abstract

This white paper summarizes the proper steps required in configuring
an USB device and provides generic code that accommodates any
device. This paper assumes that the reader has some experience with
WDM drivers.
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Introduction

The purpose of this document is to clarify to developers how drivers to configure a USB
device. This brief paper will provide generic code that will accommodate any number of
configuration descriptors and interfaces.

Configuration of a USB device is a simple to step process: descriptor acquisition, and
device registration. The first step involves acquiring the device and configuration descriptors
(the latter including interface, endpoint, and possibly class descriptors). These descriptors are
used for the second step: registering interface and pipe information to the operating system. This
process occurs when receiving the PnP IRP, IRP_MN_START_DEVICE. For the Windows™
2000 DDK perspective on handling this irp, please see [1].

The code provided in this document was derived from Windows® 2000 DDK (March 9,
2000 build) sample code, and the author’s experimentation.

Handling IRP_MN_START DEVICE

The following section provides the necessary code for handling the
IRP_MN_START_DEVICE PnP IRP. The first step is to pass down the IRP so that the
underlying drivers can complete their configuration. This is shown below by attaching a
completion routine (in this case StartCompletionRoutine()), which commences with the first
stage of the configurations process: acquiring the descriptors.

It should be noted that is some sample code, the driver passes the PnP start IRP down the
stack, then blocks on an event that is set in the attached completion routine. This is acceptible at
PASSIVE_LEVEL (the IRQL in which PnP IRPs are dispatched), but generally not at
DISPATCH_LEVEL [2]. As a matter of practice, the author advises utilizing completion
routines for continuing work after passing an IRP down the stack.

Di spat chPnP(
I N PDEVI CE_OBJECT Devi cebj ect,
IN Pl RP Irp
)

PDEVI CE_EXTENSI ON  devi ceExt ensi on = Devi ce(bj ect - >Devi ceExt ensi on;

Pl O_STACK_LOCATI ON | rpStack = loGet Current |l rpStackLocation(lrp);
BOOLEAN passRequest ;

NTSTATUS nt St at us;

/1 Default: Pass the request down to the next |ower driver
/1 w thout a conpletion routine
passRequest = TRUE;

KdPrint (("DispatchPnP: Entering with IRP: %\n",
PnPString[|rpStack->M nor Function]));

switch (IrpStack->M norFuncti on)

{
case | RP_MN_START_DEVI CE: // 0x00
/1 In the conpletion routine, we conplete the configuration process
| oCopyCurrent | rpStackLocati onToNext (Irp);
| 0Set Conpl eti onRouti ne(lrp,
St art Conpl eti onRout i ne,
Devi ceObj ect,
TRUE,
TRUE,
TRUE) ;

Kosta Koeman 4 Version 0.0
Intel Architecture Labs



ntStatus = loCall Driver(devi ceExt ensi on->St ackDevi ceoj ect, Irp);
passRequest = FALSE;

br eak;

} /* switch M norFunction*/
if (passRequest)
/'l just pass it down
| oSki pCurrent | rpStackLocation(lrp);

ntStatus = loCall Driver(devi ceExt ensi on->St ackDevi ceoj ect, Irp);
}

KdPrint (("Exit PnP Ox%\n", ntStatus));

return ntStatus;
} /1 DispatchPnp

Sample Code 1. Portion of PnP Dispatch Routine

NTSTATUS

St art Conpl eti onRout i ne(
I'N PDEVI CE_OBJECT Nul | Devi cepj ect,
INPIRP Irp,
I'N PVO D Cont ext

)

PDEVI CE_OBJECT devi cej ect

PDEVI CE_EXTENSI ON devi ceExt ensi on
NTSTATUS nt St at us = STATUS_SUCCESS;
KIRQL irgl = KeGetCurrentlrgl();

( PDEVI CE_OBJECT) Cont ext ;
devi ceObj ect - >Devi ceExt ensi on;

KdPrint (("enter StartConpletionRoutine at RQL % with ntStatus Ox%\n",
irql == PASSIVE_LEVEL ? "PASSI VE_LEVEL": "Dl SPATCH LEVEL",
I rp->loStatus. Status));

if (NT_SUCCESS(Irp->loStatus. Status))
{

/1 1f the lower driver returned PENDING nark our stack |ocation as pending al so.
if (1rp->Pendi ngRet urned)
{

I oMar kI r pPendi ng(Irp);
}

ntStatus = StartDevi ce(devi ceObj ect);
Irp->loStatus. Status = nt St at us;

}

return nt Status;

Sample Code 2. Completion Routine for the PnP IRP, IRP_MN_START_DEVICE
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Once the IRP_MN_START_DEVICE has been passed down the stack and control
has returned to the driver in the completion routine, the driver may begin communicating with
the device and acquire the descriptors: first the device descriptor and second with the
configuration descriptor (including the interface, endpoint, and other class descriptors). Note
that a device has only one device descriptor, but can also have several configuration descriptors.
Therefore, rather than storing a pointer directly in the device extension, an array of pointers to
configuration descriptors is created. For the Windows™ 2000 DDK perspective on configuring a
USB device, please see [3].

NTSTATUS
Start Devi ce(
I'N PDEVI CE_OBJECT Devi ce(bj ect

)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us;

PVO D descriptorBuffer = NULL;

ULONG si z;

ULONG i = 0;

KdPrint (("StartDevice: Entering\n"));

/1 Cet the device Descriptor
siz = sizeof (USB_DEVI CE_DESCRI PTCR) ;
descri ptorBuffer = ExAl | ocat ePool (NonPagedPool , siz);

if (!descriptorBuffer)

nt St at us = STATUS_NO_MEMORY;
goto StartDevi ceEnd;

}

nt Status = Get Descri pt or (Devi ceQbj ect,
USB_DEVI CE_DESCRI PTOR_TYPE,
0,
0,
descri ptorBuffer,
si z);

i f (! NT_SUCCESS(nt Stat us))
{

}
devi ceExt ensi on- >Devi ceDescri pt or = (PUSB_DEVI CE_DESCRI PTOR) descri pt or Buf fer;

goto StartDevi ceEnd;

descri ptorBuf fer = NULL;

devi ceExt ensi on- >Confi gurati onDescri ptors = ExAl | ocat ePool ( NonPagedPool ,
devi ceExt ensi on- >Devi ceDescri pt or - >bNunConf i gurati ons *
si zeof ( PUSB_CONFI GURATI ON_DESCRI PTOR) ) ;

if (!devi ceExtension->ConfigurationDescriptors)

nt St at us = STATUS_NO_MEMORY;
goto StartDevi ceEnd;

}

/1 Acquire all configuration descriptors
for (i = 0; i < deviceExtension->DeviceDescriptor->bNunConfigurations; i++)

{
/1 Get the configuration descriptor (first 9 bytes)

UCHAR t empBuf fer[9];
descriptorBuffer = & enpBuffer;

if (!descriptorBuffer)

nt St at us = STATUS_NO_MEMORY;
goto StartDevi ceEnd;
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nt Status = Get Descri pt or (Devi ceQbj ect,

USB_CONFI GURATI ON_DESCRI PTOR_TYPE,
(UCHAR) i ,

0,

descri ptorBuffer,

si z);

if (! NT_SUCCESS(nt Status))

{

goto StartDevi ceEnd;

}

/1 Now get the rest of the configuration descriptor & save

siz =

( (PUSB_CONFI GURATI ON_DESCRI PTOR) descr i pt or Buf f er) - >wTot al Lengt h;

descri ptorBuffer = ExAl | ocat ePool (NonPagedPool , siz);

if (!descriptorBuffer)

nt St at us = STATUS_NO_MEMORY;
goto StartDevi ceEnd;

}

nt Status = Get Descri ptor (Devi ceObj ect,

USB_CONFI GURATI ON_DESCRI PTOR_TYPE,
(UCHAR) i ,

0,

descri ptorBuffer,

si z);

i f (! NT_SUCCESS(nt Stat us))

goto StartDevi ceEnd;

}

devi ceExt ensi on->Confi gurati onDescriptors[i] =

( PUSB_CONFI GURATI ON_DESCRI PTOR) descri pt or Buf fer;

descriptorBuffer = NULL;
} // get all configuration descriptors

/1 1f the GetDescriptor calls were successful, then configure the device with
/1 the first configuration descriptor
if (NT_SUCCESS(nt Status))

nt Status = Confi gureDevi ce(Devi cej ect, 0);

}

St art Devi ceEnd:
KdPrint (("StartDevice Exiting Wth ntStatus: Ox%\n", ntStatus));

return nt Status;

NTSTATUS

Get Descri pt or (

Sample Code 3. Start Device Routine

I N PDEVI CE_OBJECT Devi cebj ect,
I N UCHAR ucDescri pt or Type,

I N UCHAR ucDescri pt or | ndex,

I N USHORT usLanguagel D,

[
[
)
NTSTATUS

PURB
ULONG

N PVO D descri ptorBuffer,
N ULONG ul Buf ferSi ze

nt St at us = STATUS_SUCCESS;
urb = NULL;
| ength =0;

urb = ExAl | ocat ePool ( NonPagedPool ,
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if (lurb)

nt Status = STATUS_NO_MEMCRY;
got o Get Descri ptor End;

}
UsbBui | dGet Descr i pt or Request (ur b,

(USHORT) sizeof (struct _URB_CONTROL_DESCRI PTOR REQUEST),

ucDescri pt or Type,
ucDescri ptorl ndex,
usLanguagel D,
descri ptorBuffer,
NULL,
ul Buf ferSi ze,
NULL) ;

nt Status = Cal | USBD( Devi cenj ect

Get Descri pt or End:

return ntStatus;
}

urb, & ength);

Sample Code 4. Generic Get Descriptor Routine

Once all the device and configuration descriptors are acquired, the driver commences the
second stage of device configuration: registration of interface and pipe information to the
operating system. The driver designates this information in the ConfigureDevice() routine

shown below by building up an interface list.

NTSTATUS

Confi gureDevi ce(
I N PDEVI CE_OBJECT Devi cebj ect,
I'N ULONG Confi gl ndex

)
PDEVI CE_EXTENSI ON devi ceExt ensi on =

Devi ceObj ect - >Devi ceExt ensi on;

PUSB_CONFI GURATI ON_DESCRI PTOR Confi gurati onDescriptor =
devi ceExt ensi on- >Confi gurati onDescri pt or s[ Confi gl ndex] ;

PUSBD_| NTERFACE_| NFORMATI ON i nt er f ace(hj ect
PUSB_| NTERFACE_DESCRI PTOR i nt er f aceDescri pt or
PUSBD_| NTERFACE_LI ST_ENTRY pl fcListEntry
PUSB_I NTERFACE_DESCRI PTCR I nt er f aceDescri pt or

NTSTATUS nt St at us
PURB urb

LONG i nt er f aceNunber
LONG I nterfaced ass
LONG I nterfaceSubd ass
LONG I nterfacePr ot ocol
ULONG nl nt er f aceNunber
ULONG nPi peNunber
USHORT si z

ULONG ul Al tSettings
int i =0;

ULONG | engt h

STATUS_SUCCESS,;
NULL;

0;
- 1‘
- 1Y
- 1Y

eeee

0
e

KdPrint (("enter ConfigureDevice\n"));

// Build up the interface list entry information

plfcListEntry =
ExAl | ocat ePool ( NonPagedPool ,

NULL,;
NULL,;
NULL;
NULL;

(ConfigurationbDescriptor->bNum nterfaces + 1) *
si zeof (USBD_I NTERFACE_LI ST_ENTRY) ) ;

if (!plfcListEntry)

nt St at us = STATUS_NO_MEMORY;
got o Confi gur eDevi ceEnd;
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for (interfaceNunber = 0;
interfaceNunber < ConfigurationDescriptor->bNunl nterfaces;
i nterfaceNunber ++)

InterfaceDescriptor =
USBD_Par seConf i gur at i onDescr i pt or Ex( Confi gur ati onDescri ptor,
Confi gurationDescri ptor,
i nterfaceNunber,

0, /1 set default interface
-1, /! interface class not a criteria
-1, /1 interface subclass not a criteria

-1); // interface protocol not a criteria
if (InterfaceDescriptor)

plfcListEntry[interfaceNunber].InterfaceDescriptor =
I nterfaceDescriptor;

}

el se

nt St atus = STATUS_I NVALI D_PARAMETER;
got o Confi gureDevi ceEnd;

}

pl fcLi st Entry[ Confi gurati onDescri ptor->bNum nterfaces].InterfaceDescriptor
= NULL; // set last entry to NULL

urb = USBD_Creat eConfi gurati onRequest Ex( Confi gurati onDescri ptor,
plfcListEntry);

if (lurb)

{

nt Status = STATUS_NO_MEMCRY;
got o Confi gur eDevi ceEnd;

}
nt Status = Cal | USBD( Devi ceoj ect, urb, & ength);
if (! NT_SUCCESS(ntStatus))

got o Confi gureDevi ceEnd;
}

devi ceExt ensi on->I nterfacelLi st =
ExAl | ocat ePool ( NonPagedPool ,
Confi gurationDescri ptor->bNum nterfaces *
si zeof (PUSBD_I NTERFACE_| NFORMATI ON) ) ;

if (!devi ceExtension->Interfacelist)

nt St atus = STATUS_NO_MEMCRY;
got o Confi gur eDevi ceEnd;

/1 Save the configuration handle for this device
devi ceExt ensi on->Confi gurati onHandl e =
ur b->Ur bSel ect Confi gurati on. Confi gurati onHandl e;

/1 Build up the interface descriptor info

for (interfaceNunber = 0;
interfaceNunber < ConfigurationDescri ptor->bNum nterfaces;
i nterfaceNunber ++)

interfaceCbject = plfcListEntry[interfaceNunber].Interface;

for (nPi peNunber =0;
nPi peNunber < interfaceQbject->Nunber O Pi pes;
nPi peNunber ++)

/1 fill out the interfaceobject info

/! performany pipe initialization here
i nterfaceQbj ect - >Pi pes[ nPi peNunber] . Maxi munir ansf er Si ze =
64*1023;
}
devi ceExt ensi on->I nterfacelList[interfaceNunber] =
Kosta Koeman 9 Version 0.0
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plfcListEntry[interfaceNunber].|nterface;

}
Conf i gur eDevi ceEnd:
if (urb)

ExFr eePool (urb);
urb = NULL;

}

/1 if the interface list was not initialized, then
/1l free up all the nenory allocated by USBD_Creat eConfi gurati onRequest Ex
if (! NT_SUCCESS(ntStatus))

for (interfaceNunber = 0;
interfaceNunber < ConfigurationDescri ptor->bNuml nterfaces;
i nterfaceNunber ++)

ExFr eePool (pl fcListEntry[interfaceNunber].Interface);
plfcListEntry[interfaceNunber].Interface = NULL;

}
if (plfcListEntry)

ExFr eePool (pl fcListEntry);
plfcListEntry = NULL;
}

KdPrint (("exit ConfigureDevice (%)\n", ntStatus));
return nt Status;

Sample Code 5. Register/Setup Interface/Pipe Information

Selecting Alternate Interfaces

When configuring a device, the default settings should be set. Once an alternate setting is
desired, first terminate all transactions on endpoints that correspond to that changing interface
alternate setting. Then implement the following code.

NTSTATUS

Sel ectl nterface(
PDEVI CE_OBJECT Devi cenj ect,
UCHAR ucl nt er f aceNunber,
UCHAR ucAl t Setting
)

{
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi cenj ect - >Devi ceExt ensi on;
PUSB_CONFI GURATI ON_DESCRI PTOR Confi gur ati onDescri ptor =
devi ceExt ensi on- >Confi gurati onDescri ptors
[ devi ceExt ensi on->ul Current Confi gurati onl ndex] ;
PUSB_| NTERFACE_DESCRI PTOR interfaceDescri ptor = NULL;
PUSB_ENDPO NT_DESCRI PTOR endpoi nt Descri pt or = NULL;
PUSBD_| NTERFACE_I NFORVATI ON i nterfaceCbj ect = NULL;
NTSTATUS nt St at us = STATUS_SUCCESS;
PURB urb = NULL;
int i = 0;
ULONG siz = 0;
ULONG | engt h = 0;
interfaceDescriptor =
USBD_Par seConf i gur ati onDescri pt or Ex( Confi gurati onDescri ptor,
(PVQA D) Confi gurationbDescri ptor,
ucl nterfaceNunber, // 0O
ucAl t Setti ng,
- 1|
- 1|
-1);
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if (!interfaceDescriptor)
return STATUS_UNSUCCESSFUL;

siz = GET_SELECT_I| NTERFACE_REQUEST_SI ZE(i nt er f aceDescri pt or - >bNurmEndpoi nt s) ;
urb = ExAl | ocat ePool ( NonPagedPool , siz);

if (lurb)
return STATUS_NO_MEMORY;

ur b->Ur bHeader . Function = URB_FUNCTI ON_SELECT_| NTERFACE;
ur b->Ur bHeader . Lengt h = (USHORT) si z;
urb->UrbSel ectl nterface. Configurati onHandl e =
devi ceExt ensi on- >Confi gur ati onHandl e;
urb->UrbSel ectl nterface. Interface. Length =sizeof (struct _USBD_| NTERFACE_ | NFORMATI ON) ;

if (interfaceDescriptor->bNunEndpoints > 1)

{
urb->UrbSel ectlnterface. Interface. Length +=(interfaceDescri ptor->bNunEndpoi nts-1)
* sizeof (struct _USBD_PI PE_I NFORVATI ON) ;
urb->UrbSel ectlnterface. I nterface. | nterfaceNunber = uclnterfaceNunber;
urb->UrbSel ectlnterface.Interface. AlternateSetting = ucAltSetting;
urb->UrbSel ectlnterface. | nterface. C ass = interfaceDescriptor->blnterfaceC ass;

urb->UrbSel ectInterface. Interface. Subd ass =
interfaceDescriptor->blnterfaceSubd ass;
urb->UrbSel ectlnterface. I nterface. Protocol =
interfaceDescriptor->blnterfaceProtocol;
urb->UrbSel ectl nterface. I nterface. Nunber O Pi pes =
interfaceDescri ptor->bNunEndpoi nts;
/1 Interface Handl e is considered opaque
/1urb->UrbSel ectlnterface.Interface.|nterfaceHandl e
/1 Fill in the Interface pipe information
interfaceChject = &urb->UrbSel ectlnterface.Interface;
endpoi nt Descri ptor = (PUSB_ENDPO NT_DESCRI PTOR) ((ULONG) i nt er f aceDescri ptor +
(ULONG) i nterfaceDescri ptor->bLength);
for (i = 0; i < interfaceDescriptor->bNunEndpoints; i++)
{
interfaceQbject->Pi pes[i].Mxi nunPacket Si ze =
endpoi nt Descri pt or - >wVaxPacket Si ze;
interface(bject->Pi pes[i].Endpoi nt Addr ess =
endpoi nt Descri pt or - >bEndpoi nt Addr ess;
interfaceQbject->Pipes[i].Interval = endpoi nt Descri ptor - >bl nterval ;
switch (endpoi nt Descri ptor->bmAttri butes)
{
case 0x00: interface(oject->Pipes[i].PipeType
case 0x01: interfaceoject->Pipes[i].PipeType
case 0x02: interfaceoject->Pipes[i].PipeType
case 0x03: interfaceoject->Pipes[i].PipeType

UsbdPi peTypeControl ; break;
UsbdPi peTypel sochr onous; break;
UsbdPi peTypeBul k; break;

UsbdPi peTypel nterrupt; break;

endpoi nt Descri pt or ++;
/1 PipeHandle is opaque and is not to be filled in
interfaceQbj ect->Pi pes[i].MxinunilransferSi ze = 64*1023;
interface(bject->Pipes[i].PipeFlags = 0;
}
nt Status = Cal | USBD( Devi ceObj ect, urb, & ength);
i f (NT_SUCCESS(nt Status))
{
Updat ePi pel nf o( Devi ceOhj ect, uclnterfaceNunber, interfaceObject);

return nt Status;

Sample Code 6. Select (Alternate) Interface
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NTSTATUS
Updat ePi pel nf o(
I N PDEVI CE_OBJECT Devi cebj ect,
I N UCHAR ucl nt er f aceNunber,
I' N PUSBD_I NTERFACE_| NFORVATI ON i nt er f aceObj ect

)
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;

if (devi ceExtension->InterfaceList[uclnterfaceNunber])
ExFr eePool (devi ceExt ensi on->I nt er faceLi st[ucl nterfaceNunber]);

devi ceExt ensi on->| nterfaceLi st[ucl nterfaceNunber] = ExAl | ocat ePool ( NonPagedPool ,
interfaceQbject->Length);

if (!deviceExtension->Interfacelist[uclnterfaceNunber])
return STATUS_NO_MEMORY;

/1 save a copy of the interfaceCbject information returned

Rt | CopyMenor y(devi ceExt ensi on->I nt er f aceLi st [ ucl nt er f aceNunber],
interface(ject,
interfaceQbject->Length);

return STATUS_SUCCESS,

Sample Code 7. Saving Pipe Information Code
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Appendix — Source Code

// khkhkhkhkhkhkhkhkhkhkhkhhhhhhdhhhddhddhhddhkhkhkhkhkxkxxx

/1
/Il File: sanple.c
/1

// LR R R S R R R

#defi ne DRI VER
#define NI TG D

#pragnma war ni ng(di sabl e: 4214) // bitfield nonstd
#i ncl ude "wdm h"
#pragnma war ni ng(def aul t: 4214)

#i ncl ude "stdarg. h"
#i ncl ude "stdio.h"

#pragnma war ni ng(di sabl e: 4200) //non std struct used
#i ncl ude "usbdi . h"
#pragna war ni ng(def aul t: 4200)

#i ncl ude <initguid. h>
#i ncl ude "guid. h"

#i ncl ude "usbdlib. h"
#include "ioctl.h"

#i ncl ude "sanpl e. h"

#i ncl ude "pnp. h"

#i ncl ude "power.h"

USBD_VERSI ON_| NFORMVATI ON gVer si onl nf or mati on
BOOLEAN gHasRenot eWakeupl ssue

#defi ne ULONG_PTR PULONG
#pragnma al |l oc_t ext (PAGE, PnPAddDevi ce)

UCHAR *SystenCapString[] = {
" Power Syst enlnspeci fi ed"
" Power Syst em\\r ki ng",
" Power Syst enfsl eepi ngl"
" Power Syst enfSl eepi ng2"
" Power Syst enfSl eepi ng3"
" Power Syst enHi ber nat e"
" Power Syst enSshut down",
" Power Syst enmvaxi munt

b

UCHAR *Devi ceCapString[] = {
" Power Devi ceUnspeci fi ed",
" Power Devi ceD0O",
" Power Devi ceD1"
" Power Devi ceD2",
" Power Devi ceD3",
" Power Devi ceMaxi munf'

b
UNI CODE_STRI NG gRegi st ryPat h;
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// LR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

/! Function: DriverEntry

/1 Purpose: Initializes dispatch routine for

/1 driver object

// LR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R
NTSTATUS

DriverEntry(
I'N PDRI VER_OBJECT Dri ver Obj ect,
I N PUNI CODE_STRI NG Regi stryPath
)

{
NTSTATUS nt St at us = STATUS_SUCCESS;
KdPrint (("entering (PM DriverEntry (build tine/date: %/%\n",__TIME__, DATE ));
KdPrint (("Registry path is %s\n", RegistryPath->Buffer));
/1 called when Ring 3 app calls CreateFile()
Driver Obj ect - >Maj or Functi on[ | RP_MJ_CREATE] = Create;
/1 called when Ring 3 app calls O oseHandl e()
Dri ver Obj ect - >Maj or Function[ | RP_MJ_CLOSE] = O ose;
Driver Obj ect->DriverUnl oad = Unl oad;
/1 called when Ring 3 app calls DeviceloCtrl
Dri ver Obj ect - >Maj or Functi on[ | RP_MJ_DEVI CE_CONTROL] = Processloctl;
/1 handle WM irps
Driver Obj ect - >Maj or Functi on[ | RP_MJ_SYSTEM CONTROL] = Di spat chWM ;
Driver Obj ect - >Maj or Functi on[ | RP_MI_PNP] = Di spat chPnP;
Driver Obj ect - >Maj or Functi on[ | RP_MJ_PONER] = Di spat chPower ;
/1 called when device is plugged in
Driver Obj ect->Dri ver Ext ensi on- >AddDevi ce = PnPAddDevi ce;
/! determne the os version and store in a gl obal.
USBD_Get USBDI Ver si on( &gVer si onl nf ormati on) ;
KdPrint (("USBDI Version = 0x%", gVersionlnformation. USBDl _Version));
/! Note: the WDM maj or, minor version for Wn98 ME is 1, 05 respectively
gHasRenot eWakeupl ssue =
((gVersionl nformation. USBDI _Version < USBD W N2K_W N98_ME_VERS| ON) | |
((gVersionl nformation. USBDI _Versi on == USBD W N2K_W N98_ME_VERSI ON) &&
(1 ol sWinmVer si onAvai | abl e( (UCHAR) 1, (UCHAR)05))));
gRegi stryPat h. Buf fer = (PWSTR) ExAl | ocat ePool ( NonPagedPool , Regi stryPat h- >Lengt h) ;
ntStatus = gRegistryPath.Buffer !'= NULL ? STATUS_SUCCESS : STATUS_NO MEMCRY;
i f (NT_SUCCESS(nt Status))
Rt | CopyMenor y( gRegi st ryPat h. Buf f er,
Regi st ryPat h- >Buf f er,
Regi st ryPat h- >Lengt h) ;
gRegi stryPat h. Lengt h = Regi stryPat h- >Lengt h;
gRegi st ryPat h. Maxi munmLengt h = Regi st ryPat h- >Maxi muniengt h;
KdPrint (("exiting (PM DriverEntry (%)\n", ntStatus));
return nt Status,;
}
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// LR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

/1 Function: GenericConpletion
/1 Purpose: Sinply sets an event set by a thread that attached this

1 routine to an irp
// LR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R
NTSTATUS

Generi cConpl eti on(
I'N PDEVI CE_OBJECT Devi ceObj ect,
INPIRP Irp,
I N PKEVENT Event)

KeSet Event (Event, | O NO | NCREMENT, FALSE):
return STATUS MORE_PROCESS| NG REQUI RED;

// EE R R R R R R R R R R S S S

/1 Function: DispatchW
/'l Purpose: Handle any WM irps

// EE R SR Sk S Sk Sk S S kS S S Sk S S S Sk S S R Sk S S Sk Sk S R Sk S kS

NTSTATUS
Di spat chWM (
I N PDEVI CE_OBJECT Devi cebj ect,
IN Pl RP Irp
{ )
PDEVI CE_EXTENSI ON  devi ceExt ensi on = Devi ce(bj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us;

KdPrint (("WM: Entering\n"));

I oSki pCurrent|rpStackLocation(lrp);
ntStatus = loCall Driver(devi ceExt ensi on->St ackDevi ceoj ect, Irp);

return nt Status;

}

// EE R R R R I R R R S R R R R S S

/1 Function: Unl oad
/! Purpose: Called when driver is unloaded. Also

/1 free any resources allocated in
/1 DriverEntry()
// kkhkkhkkhkhkkhkkhhkhkhkhkkhkhkdhhkdkhkhhkhkhhkdhkhkhkhhhdhkdhkhhkhkhhkdhdhdxkx
VA D
Unl oad(
I'N PDRI VER_OBJECT Dri ver Obj ect
)

KdPrint (("Unload\n"));
if (gRegistryPath.Buffer != NULL)
{

ExFr eePool (gRegi stryPat h. Buffer);
gRegi stryPat h. Buf fer = NULL;
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// EE R R R R I R R S S

/1 Function: RenoveDevice

/1 Purpose: Renopve instance of a device
// EE R R R R R R R S R R R S S

NTSTATUS

RemoveDevi ce(
I'N PDEVI CE_OBJECT Devi ce(bj ect
)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = STATUS_SUCCESS;
UNI CODE_STRI NG devi ceLi nkUni codeStri ng;

KdPrI nt (("*****************************\n"))-

KdPrint (("RenoveDevice: Entering\n"));
i f (devi ceExtension->Wai t Wakel r p)

KdPrint (("d eanup: Cancel ling WitWake irp\n"));
| oCancel | rp(devi ceExt ensi on- >Wi t Wakel r p) ;
}

Rt 11 nitUnicodeString (&devicelLi nkUni codeStri ng,
devi ceExt ensi on- >Devi ceLi nkNaneBuf f er) ;

| oDel et eSynbol i cLi nk( &devi ceLi nkUni codeString);

if (devi ceExtension->Confi gurationDescriptors)

t
int i =0;

for (i = 0; i < deviceExtension->DeviceDescriptor->bNunConfigurations; i++)

i f (devi ceExtension->ConfigurationDescriptors[i])

{
ExFr eePool (devi ceExt ensi on->Conf i gurati onDescriptors[i]);
devi ceExt ensi on->Confi gurati onDescriptors[i] = NULL;

}

ExFr eePool (devi ceExt ensi on- >Conf i gurati onDescri ptors);
devi ceExt ensi on->Confi gurati onDescri ptors = NULL;

}

if (devi ceExtensi on->Devi ceDescri ptor)

{
ExFr eePool (devi ceExt ensi on- >Devi ceDescri ptor);
devi ceExt ensi on- >Devi ceDescri ptor = NULL;

}

/1 Delete the link to the Stack Device Object, and delete the
/1 Functional Device Object we created

| oDet achDevi ce(devi ceExt ensi on- >St ackDevi cebj ect) ;

| oDel et eDevi ce (DeviceOject);

KdPrint (("RenoveDevice Exiting Wth ntStatus Ox%\n", ntStatus));
return ntStatus;
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// EE R R R R I R R S S

/1 Function: FreelnterfaceLi st
/! Purpose: Free the nmenory allocated for the

/1 interface |ist
// IR R R R RS RS RS S E SRS SRS E SRS EEREE R EEREEREEEESESESEESEESSES]
va D

Freel nterfaceli st (
I'N PDEVI CE_OBJECT Devi ceObj ect

)

{
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
ULONG ul Current Confi gurationl ndex = devi ceExt ensi on->ul Current Confi gurati onl ndex;
PUSB_CONFI GURATI ON_DESCRI PTOR Confi gur ati onDescri ptor =
devi ceExt ensi on- >Confi gurati onDescri pt or s[ ul Current Confi gurationl ndex];
ULONG i nt er f aceNunber = O;
if (devi ceExtension->Interfacelist)
{
for (interfaceNunber = 0;
interfaceNunber < ConfigurationDescriptor->bNunl nterfaces;
i nterfaceNunber ++)
{
ExFr eePool (devi ceExt ensi on->I nt erfaceLi st[interfaceNunber]);
devi ceExt ensi on->| nterfacelList[interfaceNunber] = NULL;
ExFr eePool (devi ceExt ensi on- >l nterfacelList);
devi ceExt ensi on->I nterfacelLi st = NULL;
}
return;
}

// EE R R R I R R R R R R S S

/1 Function: StopDevice

/1 Purpose: Unconfigure the device
// R SR SR S Sk Sk kS kS S S Sk S S R S Rk S Sk Sk Sk S R S S S Sk

NTSTATUS
St opDevi ce(
I'N PDEVI CE_OBJECT Devi ce(bj ect

)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = STATUS_SUCCESS;

PURB ur b;

ULONG si z;

ULONG | engt h;

KdPrint (("StopDevice: Entering\n"));

/1 Send the select configuration urb with a NULL pointer for the configuration
/1 handle, this closes the configuration and puts the device in the 'unconfigured'
/1 state.

siz = sizeof (struct _URB_SELECT CONFI GURATI ON) ;
urb = ExAl | ocat ePool ( NonPagedPool , siz);
if (urb)
{
NTSTATUS st at us;

UsbBui | dSel ect Confi gur ati onRequest (urb,
(USHORT) si z,
NULL) ;

status = Cal | USBD( Devi cenj ect, urb, & ength);

KdPrint (("Device Configuration Cosed status = Ox% usb status = Ox%.\n",
st at us,
ur b->Ur bHeader . Stat us) ) ;
ExFr eePool (urb);
}

el se

ntStatus = STATUS_NO MEMCRY;
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}

KdPrint (("StopDevice Exiting Wth ntStatus Ox%\n", ntStatus));
return ntStatus;

}

// R SR Sk S Sk Sk S S kS S S S kS S kS S S kS Sk S Sk S kS R Sk kS

/1 Function: PnPAddDevi ce
/| Purpose: Create new instance of the device
// R SR SR S Sk Sk S S kS S S Sk S S S Sk S S R S S Sk Sk Sk S R S Sk S kS S S
NTSTATUS
PnPAddDevi ce(
I'N PDRI VER_OBJECT Dri ver Obj ect,
I N PDEVI CE_OBJECT Physi cal Devi ceObj ect

)

NTSTATUS nt St at us = STATUS_SUCCESS;
PDEVI CE_OBJECT devi ceObj ect = NULL;
PDEVI CE_EXTENSI ON devi ceExt ensi on;

KdPri nt (("PnPAddDevi ce: Entering\n"));

/'l create our funtional device object (FDO
nt Status = CreateDevi ceCbj ect (Dri ver Obj ect,

Physi cal Devi ceObj ect,
&devi cehj ect) ;

if (NT_SUCCESS(nt Status))

{

devi ceExt ensi on = devi ceObj ect - >Devi ceExt ensi on;
devi cej ect - >Fl ags | = DO_PONER_PAGABLE;

devi cebj ect - >Fl ags &= ~DO DEVI CE_| NI TI ALI ZI NG,

devi ceExt ensi on- >Physi cal Devi ceObj ect = Physi cal Devi ce(bj ect ;

/1 Attach to the StackDeviceObject. This is the device object that what we
/1 use to send Irps and Urbs down the USB software stack

devi ceExt ensi on- >St ackDevi cehj ect =

| oAt t achDevi ceToDevi ceSt ack(devi ceObj ect, Physi cal Devi cebj ect) ;

ASSERT (devi ceExt ensi on- >St ackDevi ce(bj ect ! = NULL);

/'l initialize original power level as fully on
devi ceExt ensi on- >Current Devi ceSt at e. Devi ceSt at e
devi ceExt ensi on- >Cur r ent Syst enft at e. Syst enfSt at e

Power Devi ceDO;
Power Syst em\r ki ng;

devi ceExt ensi on- >Wai t Wakel rp = NULL;

devi ceExt ensi on- >PnPst at e = eRenpved,;
devi ceExt ensi on->I nterfacelLi st = NULL;

i f (gHasRenot eWakeupl ssue)
{

/1 no need to initialize unless we are running on Wn98 Col d/ SE/ ME
KdPrint (("Initializing Power UpEvent\n"));
Kel ni tial i zeEvent ( &devi ceExt ensi on- >Power UpEvent ,
Synchroni zat i onEvent,
FALSE) ;
}

}
KdPri nt (("PnPAddDevice Exiting Wth ntStatus Ox%\n", ntStatus));
return nt Status;
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// EE R R R R I R R S S

/1 Function: CreateDeviceObject
/'l Purpose: Create new instance of the device
// EE R R R R R R R S R R R S S
NTSTATUS
Cr eat eDevi ceObj ect (
I N PDRI VER_OBJECT Dri ver bj ect,
I N PDEVI CE_OBJECT Physi cal Devi ceObj ect,
I'N PDEVI CE_OBJECT *Devi cebj ect

)

{
NTSTATUS nt St at us;
UNI CODE_STRI NG devi ceLi nkUni codeStri ng;
PDEVI CE_EXTENSI ON devi ceExt ensi on;
KdPrint (("CreateDeviceoject: Enter\n"));
nt Status = | oRegi st er Devi cel nterface(Physi cal Devi ce(bj ect,
(LPGUI D) &GUI D_CLASS_PM
NULL,
&devi ceLi nkUni codeString);
if (NT_SUCCESS(nt Status))
{
/1 10SetDevicelnterfaceState enabl es or disables a previously
Il registered device interface. Applications and other system conponents
/1 can open only interfaces that are enabl ed.
nt Status = | oSet Devi cel nterfaceSt at e( &evi ceLi nkUni codeString, TRUE);
}
if (NT_SUCCESS(nt Status))
{
ntStatus = | oCreateDevice(Driver j ect,
si zeof (DEVI CE_EXTENSI ON),
NULL,
FI LE_DEVI CE_UNKNOWN,
FI LE_AUTOGENERATED DEVI CE_NAME,
FALSE,
Devi ceObj ect ) ;
}
i f (NT_SUCCESS(nt Status))
{
/1 Initialize our device extension
devi ceExt ensi on = (PDEVI CE_EXTENSI ON) ((*Devi ceoj ect) - >Devi ceExt ensi on) ;
Rt | CopyMenor y(devi ceExt ensi on- >Devi ceLi nkNaneBuf f er,
&devi ceLi nkUni codeSt ri ng,
si zeof (devi ceLi nkUni codeString));
devi ceExt ensi on- >Confi gur ati onHandl e = NULL;
devi ceExt ensi on- >Devi ceDescri pt or = NULL;
devi ceExt ensi on->| nterfacelLi st = NULL;
}
Rt | FreeUni codeSt ri ng( &levi ceLi nkUni codeStri ng);
KdPrint (("CreateDeviceject: Exiting Wth ntStatus Ox%\n", ntStatus));
return nt Status,;
}
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// EE R R R R I R R S S

/1 Function: CallUSBD
/'l Purpose: Submit an USB urb
// EE R R R R R R R S R R R S S
NTSTATUS
Cal | USBID(
I N PDEVI CE_OBJECT Devi cebj ect,
I'N PURB Urb,
OUT PULONG Lengt h
)

NTSTATUS nt St at us, status = STATUS_SUCCESS;

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
PIRP irp;

| O_STATUS _BLOCK i oSt at us;

Pl O_STACK_LOCATI ON next St ack;

PKEVENT pSyncEvent = &(devi ceExtension->SyncEvent);

/1 issue a synchronous request (see notes above)
Kel nitializeEvent (pSyncEvent, NotificationEvent, FALSE);

irp = | oBuil dDevi cel oCont r ol Request (
| OCTL_| NTERNAL_USB_SUBM T_URB,
devi ceExt ensi on- >St ackDevi cebj ect,
NULL,
0,
NULL,
0,
TRUE, /* | NTERNAL */
pSyncEvent,
& oSt atus);

/Il Prepare for calling the USB driver stack
next Stack = |l oGet Next|rpStackLocation(irp);
ASSERT( next Stack != NULL);

/1 Set up the URB ptr to pass to the USB driver stack
next St ack- >Par aneters. @ hers. Argunent1 = Urb;

/1 Call the USB class driver to performthe operation. |If the returned status
/1 is PENDING wait for the request to conplete.
ntStatus = loCall Driver(devi ceExt ensi on->St ackDevi ceoj ect, irp);

if (ntStatus == STATUS_PENDI NG)

{
status = KeWai t For Si ngl eoj ect (pSyncEvent,
Suspended,
Ker nel Mbde,
FALSE,
NULL) ;

}
el se
ioStatus. Status = nt Status;
ntStatus = ioStatus. Status;
if (Length)
{
if (NT_SUCCESS(nt Status))
*Length = Urb->UrbBul kO | nterrupt Transf er. Tr ansf er Buf f er Lengt h;
el se
*Length = 0;
}

return nt Status;
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// EE R R R R I R R S S

/1 Function: Create
/! Purpose: Called when user app calls CreateFile

// EE R R R R R R R S R R R S S

NTSTATUS

Creat e(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP ITp
)

{

NTSTATUS nt St at us;
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;

Irp->loStatus. Status = STATUS_SUCCESS;
Irp->loStatus. Information = 0;

KdPrint (("In Create\n"));
ntStatus = Irp->loStatus. Status,;

| oConpl et eRequest (I rp, 1O _NO | NCREMENT) ;
KdPrint (("Exit Create (%)\n", ntStatus));

return nt Status;

// R SR R Sk Sk Sk kS R Sk Sk Sk S Sk Sk Rk S S S S S

/1 Function: C ose
/1 Purpose: Called when user app calls O oseHandl e

// R R SR Sk Sk Sk Sk R S S S R Sk Sk S Sk Sk Sk Rk S S S S S

NTSTATUS

C ose(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP ITp
)

{

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = STATUS_SUCCESS;

Irp->loStatus. Status = STATUS_SUCCESS;
Irp->loStatus. Informati on = 0;

KdPrint (("In Cose\n"));
| oConpl et eRequest (Irp, | O_NO I NCREMENT) ;
KdPrint (("Exit dose (%)\n", ntStatus));

return nt Status;
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// ER R R R R R R R R R R R R R R R R R

/1 Function: GetRegistryDword
/1 Purpose: Read a DWORD fromthe registry

// EE R R R R R R R R R R R R R R R R R R R R R R R R R R

NTSTATUS

Get Regi st ryDwor d(
I'N PUNI CODE_STRI NG RegPat h,
I'N PWCHAR Val ueNane,
IN QUT PULONG Val ue
)

{

RTL_QUERY_REGQ STRY_TABLE paranTabl e[2]; //zero'd second table term nates parns
ULONG | Def = *Val ue; /1 default
NTSTATUS nt St at us;

Rt | Zer oMenor y( par anTabl e, si zeof (paranTabl e));

par anfTabl e[ 0] . Fl ags = RTL_QUERY_REQ STRY_DI RECT;
par anfTabl e[ 0] . Nane = Val ueNane;

par anifabl e[ 0] . Ent ryCont ext = Val ue;

par anifabl e[ 0] . Def aul t Type = REG_DWORD,

par anfabl e[ 0] . Def aul t Data = &l Def;

par anfTabl e[ 0] . Def aul t Lengt h = si zeof (ULONG) ;

ntStatus = Rt| QueryRegi stryVal ues(RTL_REG STRY_ABSCLUTE | RTL_REGQ STRY_OPTI ONAL,
RegPat h- >Buf f er,
par anfabl e,
NULL,
NULL) ;

KdPrint (("CGetRegi stryDword exiting with ntStatus Ox%\n", ntStatus));

return nt Status;

// EE R R R R R R R R R R R R R

/1 Function: Selectlnterface
/'l Purpose: Change a specified interface's

11 alternate setting
// LR R R R R R R R R R R R R R
NTSTATUS

Sel ectl nterface(
PDEVI CE_OBJECT Devi cej ect,
UCHAR ucl nt er f aceNunber,
UCHAR ucAl t Setting

)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi cehj ect - >Devi ceExt ensi on;
PUSB_CONFI GURATI ON_DESCRI PTOR Confi gurati onDescriptor =
devi ceExt ensi on->Confi gurati onDescri ptors
[ devi ceExt ensi on->ul Current Confi gurati onl ndex] ;

PUSB_I NTERFACE_DESCRI PTCR interfaceDescriptor = NULL;
PUSB_ENDPQ NT_DESCRI PTOR endpoi nt Descri pt or = NULL;
PUSBD_| NTERFACE_I NFORVATI ON i nterfaceCbj ect = NULL;

NTSTATUS nt St at us STATUS_SUCCESS;

PURB urb = NULL;
int i = 0;
ULONG Si z = 0;
ULONG | engt h = 0;

interfaceDescriptor =

USBD_Par seConf i gur ati onDescri pt or Ex( Confi gurati onDescri ptor,
(PVA D) Confi gurationbDescri ptor,
ucl nterfaceNunber, // 0
ucAl t Setti ng,
-1,
-1,
-1);

if (linterfaceDescriptor)
return STATUS_UNSUCCESSFUL;

siz = CGET_SELECT_| NTERFACE_REQUEST_SI ZE(i nt er f aceDescr i pt or - >bNurEndpoi nt s) ;

Kosta Koeman 23 Version 0.0
Intel Architecture Labs



urb = ExAl | ocat ePool ( NonPagedPool , siz);

if (lurb)
return STATUS_NO_MEMORY;

ur b->Ur bHeader . Function = URB_FUNCTI ON_SELECT_| NTERFACE;
ur b->Ur bHeader . Lengt h = (USHORT) si z;
urb->UrbSel ectl nterface. Configurati onHandl e =
devi ceExt ensi on- >Confi gur ati onHandl e;
urb->UrbSel ectl nterface. Interface. Length =sizeof (struct _USBD_| NTERFACE | NFORMATI ON) ;

if (interfaceDescriptor->bNunEndpoints > 1)

urb->UrbSel ectl nterface. Interface. Length +=(interfaceDescri ptor->bNunEndpoi nts-1)
* sizeof (struct _USBD_PI PE_I NFORVATI ON) ;

urb->UrbSel ectlnterface. I nterface. | nterfaceNunber = uclnterfaceNunber;
urb->UrbSel ectinterface.Interface. AlternateSetting = ucAltSetting;
urb->UrbSel ectlnterface. | nterface. C ass = interfaceDescriptor->blnterfaceC ass;

urb->UrbSel ectInterface. Interface. Subd ass =
interfaceDescriptor->blnterfaceSubd ass;
urb->UrbSel ectlnterface. I nterface. Protocol =
interfaceDescriptor->blnterfaceProtocol;
urb->UrbSel ectl nterface. | nterface. Nunber O Pi pes =
interfaceDescri ptor->bNunEndpoi nts;
/1 Interface Handl e is considered opaque
/1urb->UrbSel ectlnterface.Interface.|nterfaceHandl e
/1 Fill in the Interface pipe information
interfaceCbject = &urb->UrbSel ectlnterface.Interface;
endpoi nt Descri ptor = (PUSB_ENDPO NT_DESCRI PTOR) ((ULONG) i nt er f aceDescri ptor +
(ULONG) i nterfaceDescri ptor->bLength);
for (i =0; i < interfaceDescriptor->bNunEndpoints; i++)
{
interfaceQbject->Pi pes[i].Mxi nunPacket Si ze =
endpoi nt Descri pt or - >wVaxPacket Si ze;
interface(bject->Pi pes[i].Endpoi nt Addr ess =
endpoi nt Descri pt or - >bEndpoi nt Addr ess;
interfaceCbject->Pipes[i].Interval = endpoi nt Descri ptor - >bl nterval ;
switch (endpoi nt Descri ptor->bmAttri butes)
{
case 0x00: interface(oject->Pipes[i].PipeType
case 0x01: interfaceoject->Pipes[i].PipeType
case 0x02: interfaceoject->Pipes[i].PipeType
case 0x03: interface(oject->Pipes[i].PipeType

UsbdPi peTypeControl ; break;
UsbdPi peTypel sochr onous; break;
UsbdPi peTypeBul k; break;

UsbdPi peTypel nterrupt; break;

endpoi nt Descri pt or ++;
/1 PipeHandle is opaque and is not to be filled in
interfaceQbj ect->Pi pes[i].MxinunilransferSi ze = 64*1023;
interface(bject->Pipes[i].PipeFlags = 0;

}

nt Status = Cal | USBD( Devi ceQbj ect, urb, & ength);

i f (NT_SUCCESS(nt Status))

Updat ePi pel nf o( Devi ceOhj ect, uclnterfaceNunber, interfaceObject);

}
return nt St at us;
}
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// Khkhkhkhkhkhkhkhkhkhkhkhhhhhhhhhhhhhhhhhhhhhhhhkddrdhkddxxxkxx

/1 Function: UpdatePipel nfo

/! Purpose: Store the pipe information
// Ahkhkhkhkhkhkhkhkhhhkhhhhhhhhhhhhhhhhhhhdhdhhdddhdrhxxxxx

NTSTATUS
Updat ePi pel nf o(
I N PDEVI CE_OBJECT Devi cebj ect,
I N UCHAR ucl nt er f aceNunber,
I'N PUSBD_I NTERFACE_| NFORVATI ON i nt er f aceObj ect
)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;

if (devi ceExtension->InterfaceList[uclnterfaceNunber])
ExFr eePool (devi ceExt ensi on->I nt er faceLi st[ucl nterfaceNunber]);

devi ceExt ensi on->| nterfacelLi st[ucl nterfaceNunber] = ExAl | ocat ePool ( NonPagedPool ,
interfaceQbject->Length);

if (!deviceExtension->Interfacelist[uclnterfaceNunber])
return STATUS_NO_MEMORY;

/1 save a copy of the interfaceCbject information returned

Rt | CopyMenor y(devi ceExt ensi on->I nt er f aceLi st [ ucl nt er f aceNunber],
interface(ject,
interface(bject->Length);

return STATUS_SUCCESS;
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// LR R R S S R R

/'l File: sanple.h
/1

// LR R R S R S S R R
#i fndef _sanple_h_
#define _sanple_h_

#i fdef DRI VER

#defi ne REG STRY_PARAMETERS_PATH \
L"\\ REG STRY\ \ Machi ne\\ Syst em \ Curr ent Cont r ol Set \\ SERVI CES\\ Sanpl e\\ Par anet er s"

#defi ne RECI PI ENT_DEVI CE 0x01
#def i ne FEATURE_REMOTE_WAKEUP 0x01
#def i ne FEATURE_TEST_MODE 0x02

#def i ne USBD W N98_GOLD_VERSI ON 0x0101
#defi ne USBD_W N98_SE_VERSION  0x0200
#def i ne USBD_W N2K_VERSI ON 0x0300

#defi ne NAME_MAX 64

enum {

eRenoved, /1 Started-> RP_M\N_REMOVE_DEVI CE
/'l SurprisedRenpved- >l RP_MN_REMOVE_DEVI CE
/1 Initial State set in PnpAddDevice

eStarted, /! Renoved- >l RP_M\_START_DEVI CE
/1 RenpvePendi ng- >l RP_MN_CANCEL_REMOVE_DEVI CE
/1 St opPendi ng- >l RP_MN_CANCEL_STOP_DEVI CE
/1 St opped->I RP_MN_START_DEVI CE

eRenpvePendi ng, /] Started->I RP_M\_QUERY_REMOVE_DEVI CE

eSur pri sedRenoved, // Started-> RP_M\_SURPRI SE_REMOVAL

eSt opPendi ng, /1 Started-> RP_MN_QUERY_STOP_DEVI CE
eSt opped /1 St opPendi ngSt at e- >l RP_MN_STOP_DEVI CE I'NI TI ALI ZI NG,
} PNP_STATE;

typedef struct _DEVI CE_EXTENSI ON {

[ ] KEXXRKK KK KKKk kA AR XXX XXX ARk hhh ok ok h kA XXX XA Ak ok kkk ok hhh kXXX XXk ok kokokokok

/1 Saved Device nbjects

/1 Device object we call when submtting Ubs/IRPs to the USB stack
PDEVI CE_OBJECT St ackDevi ceObj ect ;

/'l physical device object - subnit power IRPs to

PDEVI CE_OBJECT Physi cal Devi cej ect ;

DEVI CE_CAPABI LI TI ES Devi ceCapabilities;

PONER_STATE Current Syst enfst at e;
PONER_STATE Current Devi ceSt at e;
PONER_STATE Next Devi ceSt at e;

/1 configuration handle for the configuration the
/1 device is currently in
USBD_CONFI GURATI ON_HANDLE Confi gur ati onHandl e;

/1 ptr to the USB device descriptor
/1 for this device
PUSB_DEVI CE_DESCRI PTOR Devi ceDescri ptor;

/'l keep an array of pointers to the configuration descriptor(s)
PUSB_CONFI GURATI ON_DESCRI PTOR * Confi gurati onDescri ptors;
ULONG ul Current Confi gurationl ndex;

/1 Pointers to interface info structs
PUSBD_| NTERFACE_| NFORMATI ON * I nterfacelList;

Pl RP Power | rp;
Pl RP Wi t Wakel r p;

enum PNP_STATE PnPst at e;

/1l

/1 DeviceWake from capabilities

/1l
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DEVI CE_POWNER_STATE Devi ceWke;
KEVENT Power UpEvent ;

KEVENT Power UpDone;

PETHREAD  Thr eadbj ect;

KEVENT NoPendi ngTr ansacti onsEvent;
ULONG  ul Cut St andi ngl r ps;

PUNI CODE_STRI NG Regi st ryPat h;
UNI CODE_STRI NG Mof Resour ceNane;

/1 Kernel Event for sync calls for this D O
KEVENT SyncEvent;

/1 Nanme buffer for our naned Functional device object |ink
WCHAR Devi ceLi nkNameBuf f er [ NAVE_MAX] ;

BOOLEAN Set Power Event Fl ag;
PIRP loctllrp;

BOOLEAN Power Tr ansi t i onPendi ng;

} DEVI CE_EXTENSI ON, *PDEVI CE_EXTENSI ON;

NTSTATUS

Di spat chWM (
I N PDEVI CE_OBJECT Devi cebj ect,
I'N PI RP Irp
)

va D

Unl oad(

I'N PDRI VER_COBJECT Dri ver (bj ect
)

NTSTATUS

St opDevi ce(

I'N PDEVI CE_OBJECT Devi ce(bj ect
)

NTSTATUS
RemoveDevi ce(
I'N PDEVI CE_OBJECT Devi cebj ect

);

NTSTATUS
Cal | USBDX
I N PDEVI CE_OBJECT Devi ceQbj ect,
IN PURB Urb,
OUT PULONG Lengt h

)

NTSTATUS
PnPAddDevi ce(
I' N PDRI VER_OBJECT Dri ver bj ect,
I N PDEVI CE_OBJECT Physi cal Devi ceObj ect

);

NTSTATUS
Cr eat eDevi ce(bj ect (

I'N PDRI VER_OBJECT Dri ver Obj ect,

I N PDEVI CE_OBJECT Physi cal Devi ce(bj ect ,
I N PDEVI CE_OBJECT *Devi ce(bj ect

);

NTSTATUS
Creat e(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP ITp
)

NTSTATUS
C ose(
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I N PDEVI CE_OBJECT Devi ceCbj ect,
INPIRP Irp
)

NTSTATUS

Sel ectl nterface(
PDEVI CE_OBJECT Devi cej ect,
UCHAR ucl nt er f aceNunber,
UCHAR ucAl t Setting
)

NTSTATUS
Updat ePi pel nf o(
I N PDEVI CE_OBJECT Devi cebj ect,
I N UCHAR ucl nt er f aceNunber,
I'N PUSBD_I NTERFACE_| NFORVATI ON i nt er f aceObj ect

);

NTSTATUS
Processloctl (

I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP ITp

):

NTSTATUS

Generi cConpl eti on(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp,

I N PKEVENT Event

)i

VA D
Freel nterfaceli st (

I N PDEVI CE_OBJECT Devi ceObj ect
)

NTSTATUS
Reset Par ent Port (
I'N I N PDEVI CE_OBJECT Devi ceOhj ect

):

NTSTATUS

Get Regi st r yDwor d(
I'N PUNI CODE_STRI NG RegPat h,
I'N PWCHAR Val ueNane,

IN OQUT PULONG  Val ue
)

#endi f

#endi f
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// LR R R S S R R
/1

/Il File: pnp.c

/1

// LR R R S R S S R R

#defi ne DRI VER

#define I NI TGU D

#pragnma war ni ng(di sabl e: 4214) // bitfield nonstd
#i ncl ude "wdm h"

#pragnma war ni ng(def aul t: 4214)

#i ncl ude "stdarg. h"
#i ncl ude "stdio.h"

#pragnma war ni ng(di sabl e: 4200) //non std struct used
#i ncl ude "usbdi . h"

#pragnma war ni ng( def aul t: 4200)

#i ncl ude "usbdlib. h"

#include "ioctl.h"

#i ncl ude "sanpl e. h"

#i ncl ude "pnp. h"

extern UCHAR *SystenPower StateString[];

extern UCHAR *Devi cePower StateString[];

UCHAR *PnPString[] = {

"1 RP_MN_START_DEVI CE", /1 0x00
"1 RP_MN_QUERY_REMOVE_ DEVI CE", /1 0x01
"| RP_MN_REMOVE_DEVI CE", /1 0x02
"| RP_MN_CANCEL_REMOVE_DEVI CE", /1 0x03
"1 RP_MN_STOP_DEVI CE", /1 0x04
"1 RP_MN_QUERY_STOP_ DEVI CE", /1 0x05
"| RP_MN_CANCEL_STOP_DEVI CE" /1 0x06
"I RP_MN_QUERY_DEVI CE_RELATI ONS", /1 0x07
"1 RP_MN_QUERY_| NTERFACE", /1 0x08
"1 RP_MN_QUERY_CAPABI LI TI ES /1 0x09
"| RP_MN_QUERY_RESOURCES", /1 OxO0A
"I RP_MN_QUERY_RESOURCE_REQUI REMENTS", /1 0x0B
"1 RP_MN_QUERY_DEVI CE_TEXT", /1 0x0C
"1 RP_MN_FI LTER _RESOURCE REQJI REMENTS", // 0xO0D
"1 RP_MN_READ_CONFI G', /1 OxOF
"I RP_MN_VRI TE_CONFI G, /1 0x10
"1 RP_MN_EJECT", /1 0x11
"1 RP_MN_SET_LOCK", /1 0x12
"1 RP_WMN_QUERY_| D", /1 0x13
"| RP_MN_QUERY_PNP_DEVI CE_STATE", /1 0x14
"I RP_MN_QUERY_BUS_| NFORMATI ON', /1 0x15
"1 RP_MN_DEVI CE_USAGE_NOTI FI CATI O\, /1 0x16
"1 RP_MN_SURPRI SE_REMOVAL" /1 0x17
b
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// ER R R R R R R R R R R R R R R R R R

/1 Function: DispatchPnP
/1 Purpose: PnP Dispatch Routine
// EE R R R R R R R R R R R R R R R R R R R R R R R R R R
NTSTATUS
Di spat chPnP(
I N PDEVI CE_OBJECT Devi cebj ect,
IN PI RP Irp

)

PDEVI CE_EXTENSI ON  devi ceExt ensi on
Pl O_STACK_LOCATI ON | rpStack

BOOLEAN passRequest ;
NTSTATUS nt St at us;

/1 Default: Pass the request down to the next |ower driver
/1 without a conpletion routine
passRequest = TRUE;

KdPrint (("DispatchPnP: Entering with IRP: 9%\n",
PnPSt ri ng[ | r pSt ack->M nor Function]));

switch (IrpStack->M nor Functi on)

{
case | RP_MN_START DEVICE: // 0x00

/1 In the conpletion routine, we conplete the configuration
/'l process
| oCopyCurrent|rpStackLocati onToNext (Irp);
| 0Set Conpl eti onRouti ne(lrp,
St art Conpl eti onRout i ne,
Devi ceObj ect
TRUE,
TRUE,
TRUE) ;

ntStatus = loCall Driver(devi ceExt ensi on- >St ackDevi cej ect,
passRequest = FALSE;

br eak;

case | RP_MN_REMOVE_DEVI CE:  // 0x02

devi ceExt ensi on- >PnPst ate = eRenbved;
KdPri nt (("Renove device\n"));
nt Status = RenpbveDevi ce(Devi ceObj ect) ;

break; //1RP_MN_REMOVE_DEVI CE

case | RP_MN_STCP_DEVI CE: /1 0x04

nt Status = St opDevi ce(Devi ce(hj ect);

break; //1RP_MN_STOP_DEVI CE

case | RP_MN_QUERY_CAPABI LI TIES: // 0x09

KdPrint (("1RP_MN_QUERY_CAPABI LI TIES\n"));

| oCopyCurrent|rpStackLocati onToNext (Irp);
| 0Set Conpl eti onRouti ne(lrp,
QueryCapabi liti esConpl eti onRouti ne,
Devi ce(bj ect,
TRUE,
TRUE,
TRUE) ;

ntStatus = loCall Driver(devi ceExt ensi on->St ackDevi cebj ect,

passRequest = FALSE;
br eak;

defaul t:
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/1 A PnP M nor Function was not handl ed

Devi ceObj ect - >Devi ceExt ensi on;
| oGet Current | rpSt ackLocation(lrp);

Irp);

Irp);

KdPrint (("PnP 1 OCTL not handl ed Ox%\n", |rpStack->M norFunction));

30

Version 0.0



br eak;
} /* switch M norFunction*/
if (passRequest)
{ /'l just pass it down
| oSki pCurrent | rpStackLocation(lrp);

ntStatus = loCall Driver(devi ceExt ensi on->St ackDevi ceoj ect, |rp);
}

KdPrint (("Exit PnP Ox%\n", ntStatus));
return ntStatus;

}/ 1 Di spat chPnP

// LR R S R R R R

/1 Function: StartConpl etionRoutine
/'l Purpose: Start the configuration process
// R SR Sk Sk Sk Sk S S kR Sk S S R Sk Sk Sk Sk Sk Sk R S S S S S
NTSTATUS
St art Conpl eti onRout i ne(
I'N PDEVI CE_OBJECT Nul | Devi cepj ect,
INPIRP Irp,
I'N PVO D Cont ext

)

PDEVI CE_OBJECT devi cehj ect

PDEVI CE_EXTENSI ON devi ceExt ensi on
NTSTATUS nt St at us = STATUS_SUCCESS;
KIRQL irgl = KeGetCurrentlrqgl ();

(PDEVI CE_OBJECT) Cont ext;
devi ceObj ect - >Devi ceExt ensi on;

KdPrint (("enter StartConpletionRoutine at |RQL % with ntStatus Ox%\n",
irql == PASSIVE_LEVEL ? "PASSI VE_LEVEL": "Dl SPATCH LEVEL",
Irp->loStatus. Status));

if (NT_SUCCESS(Irp->loStatus. Status))

/1 1f the lower driver returned PENDING nmark our stack |ocation as pending al so.
if (1rp->Pendi ngRet urned)

| oMar kI r pPendi ng(Irp);
}

ntStatus = StartDevi ce(devi ce(bject);
Irp->loStatus. Status = nt St at us;

return ntStatus;
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// ER R R R R R R R R R R R R R R R R R

/1 Function: GetDescriptor
/'l Purpose: Generic routine for acquiring descriptors
// EE R R R R R R R R R R R R R R R R R R R R R R R R R R
NTSTATUS
Get Descri pt or (
I N PDEVI CE_OBJECT Devi cebj ect,
I N UCHAR ucDescri pt or Type,
I N UCHAR ucDescri pt or | ndex,
I N USHORT usLanguagel D,
N PVO D descri ptorBuffer,
N ULONG ul Buf ferSi ze

[
[
)

{
NTSTATUS nt St at us = STATUS_SUCCESS;
PURB urb = NULL;
ULONG | ength = 0;

urb = ExAl | ocat ePool (NonPagedPool , sizeof (struct _URB_CONTROL_DESCRI PTOR_REQUEST));
if (lurb)
{

nt St at us = STATUS_NO_MEMORY;
goto Get Descri pt or End;

}

UsbBui | dGet Descri pt or Request (urb,
(USHORT) sizeof (struct _URB_CONTROL_DESCRI PTOR_REQUEST),
ucDescri pt or Type,
ucDescri ptorl ndex,
usLanguagel D,
descri ptorBuffer,
NULL,
ul Buf fer Si ze,
NULL) ;

nt Status = Cal | USBD( Devi ceoj ect, urb, & ength);

Get Descri pt or End:
return ntStatus;

[ ] KExXXXX KKKk kkkkkhh kA XX XXX Ak kkkkhhhhk kXXX Xk ok kkkokokok

/1 Function: StartDevice
/1 Purpose: Acquire descriptors, configure device
// EE R R R I I R R R R R R R R R R R R R R R R
NTSTATUS
Start Devi ce(

I'N PDEVI CE_OBJECT Devi ce(bj ect

)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us;

PVA D descriptorBuffer = NULL;

ULONG si z;

UONG i = 0;

KdPrint (("StartDevice: Entering\n"));

/1l Get the device Descriptor
siz = sizeof (USB_DEVI CE_DESCRI PTCR) ;
descri ptorBuffer = ExAl | ocat ePool (NonPagedPool , siz);

if (!descriptorBuffer)

nt St at us = STATUS_NO_ MEMORY;
goto StartDevi ceEnd;

nt Status = Get Descri pt or (Devi ceQbj ect,
USB_DEVI CE_DESCRI PTOR_TYPE,
0,
0,
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descri ptorBuffer,
siz);

i f (! NT_SUCCESS(nt St at us))

goto StartDevi ceEnd;
}

devi ceExt ensi on- >Devi ceDescri ptor = (PUSB_DEVI CE_DESCRI PTOR) descri pt or Buf f er;;
descri ptorBuf fer = NULL;
devi ceExt ensi on- >Confi gurati onDescri ptors = ExAl | ocat ePool ( NonPagedPool ,
devi ceExt ensi on- >Devi ceDescri pt or - >bNunConf i gurati ons *
si zeof ( PUSB_CONFI GURATI ON_DESCRI PTOR) ) ;

if (!devi ceExtension->ConfigurationDescriptors)

nt St at us = STATUS_NO_MEMORY;
goto StartDevi ceEnd;

}

/1 Acquire all configuration descriptors

for (i = 0; i < deviceExtension->DeviceDescriptor->bNunConfigurations; i++)
{

UCHAR t empBuf fer[9];

/1 Get the configuration descriptor (first 9 bytes)

siz = sizeof (USB_CONFI GURATI ON_DESCRI PTOR) ;

descriptorBuffer = & enpBuffer; //ExA Il ocatePool (NonPagedPool , siz);

if (!descriptorBuffer)

nt St at us = STATUS_NO_ MEMCORY;
goto StartDevi ceEnd;
}

nt Status = Get Descri pt or (Devi ceObj ect,
USB_CONFI GURATI ON_DESCRI PTOR_TYPE,
(UCHAR) i ,
0,
descriptorBuffer,
siz);

if (! NT_SUCCESS(ntStatus))
{

}

/1 Now get the rest of the configuration descriptor & save

siz = ((PUSB_CONFI GURATI ON_DESCRI PTOR) descr i pt or Buf f er) - >wTot al Lengt h;
/ | ExFr eePool (descri ptorBuffer);

//descriptorBuffer = NULL;

goto StartDevi ceEnd;

descri ptorBuffer = ExAl | ocat ePool (NonPagedPool , siz);
if (!descriptorBuffer)

nt St at us = STATUS_NO_MEMORY;
goto StartDevi ceEnd;
}

nt Status = Get Descri pt or (Devi ceObj ect,
USB_CONFI GURATI ON_DESCRI PTOR_TYPE,
(UCHAR) i ,
0,
descri ptorBuffer,
si z);

if (! NT_SUCCESS(nt Status))

goto StartDevi ceEnd;
}

devi ceExt ensi on- >Confi gurati onDescriptors[i] =
( PUSB_CONFI GURATI ON_DESCRI PTOR) descri pt or Buf fer;
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descri pt or Buf fer = NULL;
} // get all configuration descriptors

/1 1f the GetDescriptor calls were successful, then configure the device with
/1 the first configuration descriptor
i f (NT_SUCCESS(nt Status))

nt Status = Confi gureDevi ce(Devi cej ect, 0);
}

St art Devi ceEnd:
KdPrint (("StartDevice Exiting Wth ntStatus: Ox%\n", ntStatus));

return nt Status;

}

// EE R SR R Sk Sk S S S S S kS R Sk R Sk Sk Sk S Sk Sk Rk S S S S

/1 Function: ConfigureDevice
/1 Purpose: Configure device with configuration index
// ERE R R R R R R R R R R RS EEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRS
NTSTATUS
Conf i gureDevi ce(

I N PDEVI CE_OBJECT Devi ceObj ect,

I'N ULONG Confi gl ndex

)

{
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi cenj ect - >Devi ceExt ensi on;
PUSB_CONFI GURATI ON_DESCRI PTOR Confi gurati onDescriptor =
devi ceExt ensi on- >Confi gurati onDescri pt or s[ Confi gl ndex] ;
PUSBD_| NTERFACE_| NFORMATI ON i nt er f ace(bj ect = NULL;
PUSB_| NTERFACE_DESCRI PTCR i nt er f aceDescri pt or = NULL;
PUSBD_| NTERFACE_LI ST_ENTRY pl fcLi stEntry = NULL;
PUSB_I NTERFACE_DESCRI PTCR | nt er f aceDescri pt or = NULL;
NTSTATUS nt St at us = STATUS_SUCCESS;
PURB urb = NULL;
LONG i nt er f aceNunmber = 0;
LONG I nterfaceCd ass = -1;
LONG I nterfaceSubd ass = -1;
LONG I nterfaceProtocol = -1,
ULONG nl nt er f aceNunber = 0;
ULONG nPi peNunber = 0;
USHORT si z = 0;
ULONG ul Al tSettings = 0;
int i =0;
ULONG | engt h = 0;
KdPrint (("enter ConfigureDevice\n"));
/! Build up the interface list entry information
plfcListEntry = ExAl | ocat ePool ( NonPagedPool ,
(ConfigurationDescriptor->bNum nterfaces + 1)*
si zeof (USBD_I NTERFACE_LI ST_ENTRY) ) ;
if (!plfcListEntry)
nt St at us = STATUS_NO MEMORY;
got o Confi gureDevi ceEnd;
}
for (interfaceNunber = 0;
i nterfaceNunber < ConfigurationDescriptor->bNunl nterfaces;
i nterfaceNunber ++)
{
/1 Acquire each default interface descriptor
I nterfaceDescriptor =
USBD_Par seConf i gur ati onDescri pt or Ex( Confi gurati onDescri ptor,
Conf i gurati onDescri ptor,
i nterfaceNunber,
0, // should be zero on initialization
-1, // interface class not a criteria
-1, // interface subclass not a criteria
-1);// interface protocol not a criteria
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if (InterfaceDescriptor)

plfcListEntry[interfaceNunber].InterfaceDescriptor = InterfaceDescriptor;
}
el se
{
KdPri nt ((" Confi gureDevi ce() ParseConfigurationDescriptorEx() failed\n”));
KdPrint (("returning STATUS_| NSUFFI Cl ENT_RESOURCES\n"));
nt Status = STATUS_UNSUCCESSFUL;
got o Confi gur eDevi ceEnd;
}

/1 set last entry in interface list to NULL
pl fcLi st Entry[ Confi gurati onDescri ptor->bNum nterfaces].InterfaceDescriptor = NULL;

urb = USBD CreateConfigurati onRequest Ex(ConfigurationDescriptor, plfcListEntry);
if (lurb)

nt St at us = STATUS_NO_MEMCORY;
got o Confi gureDevi ceEnd;

}
nt Status = Cal | USBD( Devi ceoj ect, urb, & ength);

if (! NT_SUCCESS(nt Stat us))

KdPrint (("Select Config Failed. ntStatus = Ox%; urb status = Ox%\n",
nt St at us,
ur b->Ur bHeader . Stat us) ) ;
got o Confi gur eDevi ceEnd;

}

/1 Save the configuration handle for this device
devi ceExt ensi on- >Confi gurati onHandl e =
ur b->Ur bSel ect Confi gurati on. Confi gurati onHandl e;

devi ceExt ensi on->I nterfacelLi st = ExAl | ocat ePool ( NonPagedPool ,
Confi gurati onDescri ptor->bNum nterfaces *
si zeof (PUSBD_I NTERFACE_| NFORMATI ON) ) ;

if (!devi ceExtension->Interfacelist)

nt St at us = STATUS_NO_MEMORY;
got o Confi gureDevi ceEnd;

}

/1 Build up the interface descriptor info

for (interfaceNunber = 0;
interfaceNunber < ConfigurationDescriptor->bNunl nterfaces;
i nterfaceNunber ++)

{
interfaceCbject = plfcListEntry[interfaceNunber].Interface;
ASSERT(i nterfaceOject);
for (nPi peNunber=0; nPipeNunber < interfaceObject->NunberOf Pi pes; nPi peNunber ++)
/1 fill out the interfaceobject info
/'l performany pipe initialization here
i nterfaceQbj ect ->Pi pes[ nPi peNunber] . Maxi munir ansf er Si ze = 64*1023;
}
devi ceExt ensi on->I nterfaceLi st[interfaceNunber] = NULL;
Updat ePi pel nf o( Devi cej ect,
(UCHAR) i nt er f aceNunber,
plfcListEntry[interfaceNunber].Interface);
}

Conf i gur eDevi ceEnd:
if (urb)
{

ExFr eePool (urb);
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urb = NULL;
}

/1 if the interface list was not initialized, then
/1 free up all the nenory allocated by USBD CreateConfigurationRequest Ex
if (! NT_SUCCESS(ntStatus))

for (interfaceNunber = 0;
interfaceNunber < ConfigurationDescriptor->bNunl nterfaces;
i nterfaceNunber ++)

ExFr eePool (pl fcListEntry[interfaceNunber].|Interface);
plfcListEntry[interfaceNunber].|nterface = NULL;

}
if (plfcListEntry)
{

ExFr eePool (pl fcListEntry);
plfcListEntry = NULL;

}
KdPrint (("exit ConfigureDevice (%)\n", ntStatus));

return nt Status;
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// Khkhkhkhkhkhkhkhkhkhkhkhhhhhhhhhhhhhhhhhhhhhhhhkddrdhkddxxxkxx

/'l Function: QueryCapabilitiesConpletionRoutine
/'l Purpose: Save the capabilities information
// Ahkhkhkhkhkhkhkhkhhhkhhhhhhhhhhhhhhhhhhhdhdhhdddhdrhxxxxx
NTSTATUS
Quer yCapabi l i ti esConpl eti onRout i ne(
I N PDEVI CE_OBJECT Nul | Devi cenj ect,
INPIRP Irp,
I'N PVO D Cont ext

)

PDEVI CE_OBJECT devi cej ect
PDEVI CE_EXTENSI ON devi ceExt ensi on

( PDEVI CE_OBJECT) Cont ext ;
devi ce(bj ect - >Devi ceExt ensi on;

NTSTATUS nt St at us = STATUS_SUCCESS;
Pl O_STACK_LOCATI ON IrpStack = loGetCurrentlrpStackLocation (lrp);
ULONG ul Power Level ;

KIRQL irgl = KeGetCurrentlrgl ();

KdPrint (("enter QueryCapabilitiesConpletionRoutine at IRQL % with ntStatus Ox%\n",

/1

irql == PASSIVE_LEVEL ? "PASSI VE_LEVEL": "Dl SPATCH LEVEL",
Irp->loStatus. Status));

If the lower driver returned PENDING nark our stack |ocation as pending al so.

if (1rp->Pendi ngRet urned)
{

| oMar kI RPPendi ng(Irp);

}
if (NT_SUCCESS(Irp->loStatus. Status))

{

}

ASSERT( | r pSt ack- >Maj or Functi on == | RP_MJ_PNP) ;
ASSERT( | r pSt ack- >M nor Functi on == | RP_MN_QUERY_CAPABI LI TI ES) ;

IrpStack = I oGet Current!| RPSt ackLocation (lrp);

Rt | CopyMenor y( &levi ceExt ensi on- >Devi ceCapabi liti es,
I r pSt ack- >Par anet er s. Devi ceCapabi liti es. Capabilities,
si zeof (DEVI CE_CAPABI LI TIES) ) ;

/1 print out capabilities info

KdPrl nt(("************ m\” ce Ca.pab' | | tes ************\ n")) ’

KdPri nt ((" Syst em\\ke 0x%\ n", devi ceExt ensi on->Devi ceCapabilities. Syst emke));
KdPri nt ( (" Devi ceWake Ox%\ n", devi ceExt ensi on->Devi ceCapabi lities. Devi ceWake));

KdPrint (("SystemMke = %\ n",

Syst enPower St at eStri ng[ devi ceExt ensi on- >Devi ceCapabi | i ti es. Syst en\\ke]));
KdPrint (("Devi ceWake = %\ n",

Devi cePower St at eSt ri ng[ devi ceExt ensi on- >Devi ceCapabi |l i ti es. Devi ceWake]));
KdPrint (("Device Address: O0x%\n", devi ceExtensi on->Devi ceCapabilities.Address));

for (ul PowerLevel =Power Syst ennspeci fi ed;
ul Power Level < Power Syst envaxi num
ul Power Level ++)

KdPrint (("Dev State Map: sys st % = dev st %\n",
Syst enPower St at eSt ri ng[ ul Power Level ],
Devi cePower St at eStri ng|
devi ceExt ensi on- >Devi ceCapabi | i ti es. Devi ceSt at e[ ul Power Level ]]));
}
Irp->loStatus. Status = STATUS_SUCCESS;

return ntStatus;
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// LR R R S S R R

/1

/1 File: pnp.h

/1

// LR R R S R S S R R
#i fndef _pnpnp_h_

#define _pnpnp_h_

NTSTATUS
Di spat chPnP(
I N PDEVI CE_OBJECT Devi cebj ect,
I'N PI RP Irp
)

NTSTATUS
St art Conpl eti onRout i ne(
I N PDEVI CE_OBJECT  Devi ceQbj ect,

IN Pl RP Irp,
IN PVvO D Cont ext
)

NTSTATUS

Start Devi ce(
I'N PDEVI CE_OBJECT Devi cebj ect
)

NTSTATUS
Get Descri ptor (
I N PDEVI CE_OBJECT Devi cebj ect,
I N UCHAR ucDescri pt or Type,
I N UCHAR ucDescri ptor | ndex,
I' N USHORT usLanguagel D,
I'N PVO D descri ptorBuffer,
I'N ULONG ul Buf ferSi ze
)
NTSTATUS
Conf i gureDevi ce(
I N PDEVI CE_OBJECT Devi cebj ect,
I'N ULONG Confi gl ndex
)

NTSTATUS

Quer yCapabi l i ti esConpl eti onRout i ne(
I'N PDEVI CE_OBJECT Nul | Devi cepj ect,
IN PIRP Irp,

I'N PVvO D Cont ext

)
#endi f
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// LR R R S S R R

/1
/1l File: power.c
/1

// LR R R S R S S R R

#defi ne DRI VER

#pragnma war ni ng(di sabl e: 4214) // bitfield nonstd
#i ncl ude "wdm h"
#pragnma war ni ng(def aul t: 4214)

#i ncl ude "stdarg. h"
#i ncl ude "stdio.h"

#pragnma war ni ng(di sabl e: 4200) //non std struct used
#i ncl ude "usbdi . h"
#pragna war ni ng(def aul t: 4200)

#i ncl ude "usbdlib. h"
#i nclude "ioctl.h"
#i ncl ude "sanple. h"
#i ncl ude "power.h"
#i ncl ude "pnp. h"

ext ern USBD_VERSI ON_| NFORMATI ON gVer si onl nf or mat i on;
ext ern BOOLEAN gHasRenot eWakeupl ssue;

UCHAR *Syst enPower StateString[] = {
" Power Syst enlnspeci fi ed",
" Power Syst em\\r ki ng",
" Power Syst entSl eepi ngl",
" Power Syst enSl eepi ng2",
" Power Syst enfSl eepi ng3",
" Power Syst enHi ber nate",
" Power Syst enshut down",
" Power Syst envaxi munt
b

UCHAR *Devi cePower StateString[] = {
" Power Devi ceUnspeci fi ed",
" Power Devi ceD0",
" Power Devi ceD1",
" Power Devi ceD2",
" Power Devi ceD3",
" Power Devi ceMaxi munt'
b
extern UNI CODE_STRI NG gRegi stryPat h;

// EE R SR R Sk Sk S S S S S S R kR Sk Sk S Sk S R S S S S S S

/1 Function: PoSet Devi cePower St at eConpl et e
/'l Purpose: Conpletion routine for changing

11 the device power state
// R SR R Sk Sk Sk R R S kS Sk Sk R S Sk S
NTSTATUS

PoSet Devi cePower St at eConpl et e(
I N PDEVI CE_OBJECT Nul | Devi cenj ect,
INPIRP Irp,
I N PVO D Cont ext
) DeviceState

{
PDEVI CE_OBJECT devi cej ect = (PDEVI CE_OBJECT) Context;
PDEVI CE_EXTENSI ON devi ceExt ensi on = devi cebj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = I rp->loStatus. Status;
Pl O_STACK_LOCATI ON i rpSt ack = loGet CurrentlrpStackLocation (lrp);
DEVI CE_POWNER_STATE devi ceSt ate = irpSt ack->Paranet ers. Power. State. ;
KdPrint (("enter PoSet Devi cePower St at eConpl ete\n"));
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/1 1f the lower driver returned PENDING nark our stack |ocation as pending al so.
if (1rp->Pendi ngRet urned)

{

| oMar ki r pPendi ng( 1 rp);
}
if (NT_SUCCESS(nt Status))
{

KdPrint (("Updating current device state to %\n",

Devi cePower St at eSt ri ng[ devi ceState]));

devi ceExt ensi on- >Current Devi ceSt at e. Devi ceSt ate = devi ceSt at e;
}
el se

KdPrint (("Error: Updating current device state to % failed. NISTATUS = Ox%\n",
Devi cePower St at eSt ri ng[ devi ceSt at e]
nt Status));

}
KdPrint (("exit PoSet Devi cePower St at eConpl ete\n"));
return ntStatus;

// EE R SR R Sk Sk S S S S S R Sk R Sk Sk Sk S Sk Sk R S S S S S

/1 Function: Handl eSet Syt enPower St at e
/1 Purpose: Handle Set Power State (System
// EE R R R R R R R R R R R R R R R
NTSTATUS
Handl eSet Syt enPower St at e(
I N PDEVI CE_OBJECT Devi cebj ect,

IN PIRP Irp)
{
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi cebj ect - >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON i r pSt ack = |oGetCurrent|rpStackLocation(lrp);
NTSTATUS nt St at us = STATUS_SUCCESS;

PONER_STATE sysPower St at e;

/1 Get input system power state
sysPower St at e. SystenState = irpStack->Paranet ers. Power. St at e. Syst enfst at e;

KdPrint (("Power () Set Power, type SystenPowerState = %\n",
Syst enPower St at eStri ng[ sysPower St at e. Systenfstate] ));

/1 1f systemis in working state al ways set our device to DO
Il regardless of the wait state or systemto-device state power nap
if (sysPowerState. SystenfState == Power Syst em\\or ki ng)

devi ceExt ensi on- >Next Devi ceSt at e. Devi ceSt at e = Power Devi ceDO;
KdPrint (("Power () PowerSystemMrking, will set DO, not use state map\n"));

/'l cancel the pending wait/wake irp
i f (devi ceExt ensi on->Wi t Wakel r p)
{

BOOLEAN bCancel = | oCancel | rp(devi ceExtensi on->Wai t Wakel rp);

ASSERT( bCancel ) ;
}

el se // powering down

NTSTATUS nt St at usl ssueWV = STATUS_| NVALI D_PARAMETER; // assune that we won't be
/1 able to wake the system

/1 issue a wait/wake irp if we can wake the systemup fromthis systemstate

/1 for devices that do not support wakeup, the system wake value will be

/1 Power Syst ennspecified == 0

if (sysPowerState. Systenfstate <= devi ceExt ensi on->Devi ceCapabi | i ti es. Syst emMke)

nt St at usl ssueWV = | ssueWi t Wake( Devi ceObj ect ) ;

if (NT_SUCCESS(ntStatuslssueWy || ntStatuslssueWV == STATUS_PENDI NG
/1l Find the device power state equivalent to the given system state.
/1 W get this info fromthe DEVI CE_CAPABI LI TIES struct in our device
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/1 extension (initialized in PnPAddDevice() )
devi ceExt ensi on- >Next Devi ceSt at e. Devi ceState =
devi ceExt ensi on- >Devi ceCapabi | i ti es. Devi ceSt at e[ sysPower St at e. Syst enft at e] ;

KdPrint (("Power () | RP_MN_WAIT_WAKE issued, will use state nap\n"));
i f (gHasRenot eWakeupl ssue)

St art Thr ead( Devi ceObj ect) ;
}
}

el se

/1 if no wait pending and the systems not in working state, just turn off
devi ceExt ensi on- >Next Devi ceSt at e. Devi ceSt at e = Power Devi ceD3;

KdPrint (("Power () Setting PowerDeviceD3 (off)\n"));
} // powering down

KdPrint(("Current Device State: %\n",
Devi cePower St at eSt ri ng[ devi ceExt ensi on->Current Devi ceSt at e. Devi ceState]));

KdPrint (("Next Device State: s\ n",
Devi cePower St at eSt ri ng[ devi ceExt ensi on- >Next Devi ceSt at e. Devi ceState]));

/1 We've determned the desired device state; are we already in this state?
i f (devi ceExtensi on->Next Devi ceSt ate. Devi ceState ! =
devi ceExt ensi on- >Current Devi ceSt at e. Devi ceSt at e)

/1 attach a conpletion routine to change the device power state
| oCopyCurrent|rpStackLocati onToNext (Irp);
| 0Set Conpl eti onRouti ne(lrp,

PoChangeDevi ceSt at eRout i ne,

Devi ce(bj ect,
TRUE,
TRUE,
TRUE) ;
}
el se

/1 Yes, just pass it on to PDO (Physical Device nject)
I oSki pCurrent|rpStackLocation(lrp);

}
PoSt art Next Power I rp(lrp);
nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceoj ect, Irp);

KdPrint (("Power () Exit | RP_MN_SET_POMNER (systen) with ntStatus Ox%\n", ntStatus));

return ntStatus;
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// ER R R R R R R R R R R R R R R R R R

/1 Function: Handl eSet Devi cePower St at e
/1 Purpose: Handle Set Power State (Device)
// EE R R R R R R R R R R R R R R R R R R R R R R R R R R
NTSTATUS
Handl eSet Devi cePower St at e(
I N PDEVI CE_OBJECT Devi cebj ect,

IN PI RP Irp
{ )
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi cebj ect - >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON i r pSt ack = loGetCurrent|rpStackLocation(lrp);
NTSTATUS nt St at us = STATUS_SUCCESS;
KdPrint (("Power () Set Power, type Devi cePowerState = %\n",
Devi cePower St at eStri ng[ i r pSt ack- >Par anet ers. Power . St at e. Devi ceState]));
| oCopyCurrent|rpStackLocati onToNext (Irp);
| 0Set Conpl eti onRouti ne(lrp,
PoSet Devi cePower St at eConpl et e,
/1 Al ways pass FDO to conpletion routine as its Context;
/1 This is because the Driverbject passed by the systemto the routine
/1 is the Physical Device Object (PDO not the Functional Device Object (FDO
Devi ceObj ect,
TRUE, /1 invoke on success
TRUE, /1 invoke on error
TRUE) ; /'l invoke on cancellation of the Irp
PoSt art Next Power I rp(lrp);
nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceoj ect, Irp);
KdPrint (("Power () Exit | RP_MN_SET_POMER (device) with ntStatus Ox%\n", ntStatus));
return ntStatus;
}

// R R SR R Sk Sk Sk kS kR Sk Sk Sk Sk Sk Rk S S S S

/1 Function: DispatchPower
/1 Purpose: Dispatch routine for power irps
// khkkhkkhkkkhkhkhkhkhkhkhkkhhkhhkhkhkhkhhkdhkdhkhhhdhdhhhkhhkhdkhdhkhhhkdx*x
NTSTATUS
Di spat chPower (
I N PDEVI CE_OBJECT Devi cebj ect,

IN PI RP Irp
)
{
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi cebj ect - >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON i r pSt ack = loGet Current|rpStackLocation(lrp);
NTSTATUS nt St at us = STATUS_SUCCESS;

KdPrint (("Di spat chPower () | RP_MI_PONER\ N"));
switch (irpStack->M nor Functi on)

{
case | RP_MN_WAI T_WAKE:

KdPrint ((" \n"));

KdPrint (("Power () Enter IRP_MN WAIT_WAKE --\n"));

/1 The only way this conmes through us is if we send it via PoRequestPowerlrp
/1 not attaching a conpletion routine

I oSki pCurrent|rpStackLocation(lrp);

PoSt art Next Power I rp(lrp);

nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceoj ect, Irp);

br eak;

case | RP_M\_SET_POVER:
KdPrint (("Power () Enter IRP_MN_SET POMNER Nn"));

/1l Set lrp->loStatus. Status to STATUS_SUCCESS to indicate that the device
/1 has entered the requested state. Drivers cannot fail this IRP.

switch (irpStack->Paraneters. Power. Type)

case SystenPower St at e:
nt St at us = Handl eSet Syt enPower St at e( Devi ceCbj ect, 1rp);
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br eak;
case Devi cePower St at e:

nt St at us = Handl eSet Devi cePower St at e( Devi ceObj ect, |rp);
br eak;

}

br eak;

case | RP_MN_QUERY_POVWER:
11
/1 A power policy nanager sends this IRP to determ ne whether it can change
/1 the system or device power state, typically to go to sleep.
1
if (irpStack->Paraneters. Power. Type == Syst enPower St at e)

Handl eSyst emQueryl rp(Devi ceObj ect, |rp);
else if (irpStack->Paraneters. Power. Type == Devi cePower St at e)
Handl eDevi ceQueryl rp(Devi ceObj ect, Irp);
}
br eak;
defaul t:
KdPrint (("Power () UNKNOMN PONER MESSACE (%)\n", irpStack->M norFunction));
/1 Al unhandl ed power nessages are passed on to the PDO
| oCopyCurrent|rpStackLocati onToNext (Irp);
PoSt art Next Power I rp(lrp);
nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceoj ect, Irp);
}
KdPrint (("Exit DispatchPower() ntStatus = Ox%\n", ntStatus ) );

return nt Status;

}

// R E SR Sk Sk Sk S S kR Sk S kS Sk R S S

/1 Function: ChangeDevi cePower St at eConpl eti on
/1 Purpose: Handle conpletion of set device power

11 irps
// kkhkkhkkhkkkhhkhhkhkhkhkkhhkhhkhkhkhkhhkdhkdhkhhkhkdhdkhhhkhhhdhkdhkhhhkdx*x
NTSTATUS
ChangeDevi cePower St at eConpl et i on(
I N PDEVI CE_COBJECT Devi ce(bj ect ,
I'N UCHAR M nor Functi on,
I N PONER_STATE Power St at e,
IN PVO D Cont ext,
I'N Pl O_STATUS_BLOCK | oSt at us
)
{

PDEVI CE_OBJECT devi cej ect
PDEVI CE_EXTENSI ON devi ceExt ensi on

( PDEVI CE_OBJECT) Cont ext ;
devi ce(bj ect - >Devi ceExt ensi on;

NTSTATUS nt St at us STATUS_SUCCESS;

Pl RP irp devi ceExt ensi on->loct | I rp;
if (irp)

{

| oConpl et eRequest (i rp, | O_NO_| NCREMENT) ;

i f (devi ceExt ensi on->Set Power Event Fl ag)

{
/'l since we are powering up, set the event
/1 so that the thread can query the device to see
/1 if it generated the renote wakeup
KdPrint (("Signal Power Up Event for Wn98 Cold/ SE/ ME\n"));
KeSet Event ( &devi ceExt ensi on- >Power UpEvent, 0, FALSE);
devi ceExt ensi on- >Set Power Event Fl ag = FALSE;
}

KdPrint (("Exiting ChangeDevi cePower St at eConpl eti on\n"));

return nt Status;
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}

// R R SR R Sk Sk S S kR S Sk S S R Sk Sk Sk Sk Sk Sk Rk S S S S S

/1 Function: SetDevicePowerState
/1 Purpose: Change the device state

// EE R SR SR Sk Sk S S S S kR Sk kS Sk Sk Sk Sk Rk S S Sk S

NTSTATUS
Set Devi cePower St at e(
I N PDEVI CE_OBJECT Devi ce(bj ect,
I N DEVI CE_PONER_STATE Devi cePower St at e)
{
PDEVI CE_EXTENSI ON  devi ceExt ensi on = Devi ce(hj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = STATUS_SUCCESS;
PONER_STATE power St at e;
power St at e. Devi ceSt ate = Devi cePower St at e;
nt St at us = PoRequest Power | r p(devi ceExt ensi on- >Physi cal Devi ce(bj ect,
| RP_MN_SET_POVER,
power St at e,
ChangeDevi cePower St at eConpl et i on,
Devi ce(bj ect ,
NULL) ;
return ntStatus;
}

// R E SR R Sk Sk Sk kR Sk R Sk S Sk Sk R S S Sk S

/1 Function: |ssueWitWke
/'l Purpose: Createl/issue a wait/wake irp

// R R SR Sk Sk Sk S S S S S S S R Sk S S R Sk Sk Sk Sk Sk Sk Rk S S

NTSTATUS

| ssueWai t Wake(
I N PDEVI CE_OBJECT  Devi ceObj ect
)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us;
PONER_STATE power St at e;

KdPrl nt (("*********************************\ n"))-

KdPrint (("IssueWai t Wake: Entering\n"));

11

/1 Make sure one isn't pending already -- serial will only handl e one at
/Il atine.

11

if (devi ceExtension->WitWkelrp != NULL)

KdPrint (("Wait wake all ready activel\n"));
return STATUS | NVALI D_DEVI CE_STATE;
}

power St at e. Syst enf5t at e = devi ceExt ensi on- >Devi ceCapabi | i ti es. Syst emMke;

nt St at us = PoRequest Power | r p(devi ceExt ensi on- >Physi cal Devi ceQbj ect,
I RP_MN_WAI T_WAKE,
power St at e,
Request Wi t WakeConpl et i on,
Devi ce(bj ect ,
&devi ceExt ensi on- >Wi t Wakel r p) ;

if (!devi ceExt ension->WitWakel rp)

KdPrint (("Wait wake is NULL!'\n"));
return STATUS UNSUCCESSFUL;
}

KdPrint (("IssueWai t Wake: exiting with ntStatus Ox% (wait wake is Ox%)\n",
nt St at us,
devi ceExt ensi on- >\Wi t Wakel rp));

return nt Status,;
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// khkhkhkhkhkhkhkhkhkhkhhhhhkhhhhhkhhhhhkhhkddhkhkhhhdddrrdkxxkxx

/1 Function: RequestWitWkeConpl etion
/'l Purpose: Conpletion routine for irp generated
1 by PoRequest Power|rp in | ssueWaitWake

// Ahkhkhkhkhkhkhkhkhkhkhhhhhkhhhhhhhhhhhhhhhdhhhhkrrrrrrdxxxxx

NTSTATUS

Request Wai t WakeConpl et i on(
I N PDEVI CE_OBJECT
I N UCHAR
I N PONER_STATE
IN PVO D
I'N Pl O_STATUS_BLOCK
)

Devi ce(bj ect,
M nor Functi on
Power St at e,
Cont ext ,

| oSt at us

PDEVI CE_OBJECT devi cej ect =
PDEVI CE_EXTENSI ON  devi ceExt ensi on =
NTSTATUS nt St at us =

Cont ext ;
devi ce(bj ect - >Devi ceExt ensi on;
| oSt at us- >St at us;

KAPr i Nt (" #HHEBHHHH A N ) )
KdPri nt (("### Request Wai t WakeConpl et i on #HHN"));
KAPri nt (( " ########RHHH R N ) )

devi ceExt ensi on- >\Wai t Wakel rp = NULL;

KdPri nt ( (" Request Wai t WakeConpl et i on:

Wake irp conpleted status Ox%\n", ntStatus));

/11 oConpl et eRequest (devi ceExt ensi on- >Wi t Wakel rp, | O_NO_| NCREMENT) ;

switch (ntStatus)

{
case STATUS_SUCCESS:

KdPri nt ( (" Request Wi t WakeConpl et i on:

devi ceExtensi on->loctlIrp = NULL;

/1 W need to request a set power to power up the device.
nt Status = Set Devi cePower St at e( Devi ceObj ect, Power Devi ceDO0) ;

br eak;
case STATUS_CANCELLED:

KdPri nt ((" Request Wai t WakeConpl eti on: Wake irp cancelled\n"));

br eak;
defaul t:
br eak;

return nt Status;
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// khkhkhkhkhkhkhkhkhkhkhhhhhkhhhhhkhhhhhkhhkddhkhkhhhdddrrdkxxkxx

/1 Function: PoSystenfueryConpl etionRoutine
/'l Purpose: Finish handling system suspend

/1 notification
// IR R R R RS RS RS R E SRS RS S SRR SRS R EREEEEEEEESESESEESESEESS
NTSTATUS

PoSyst enmQuer yConpl et i onRout i ne(
I'N PDEVI CE_OBJECT Nul | Devi cepj ect,
INPIRP Irp,
I'N PvO D Cont ext

)

PDEVI CE_OBJECT Devi ceOhj ect
PDEVI CE_EXTENSI ON devi ceExt ensi on

( PDEVI CE_OBJECT) Cont ext ;
Devi ce(bj ect - >Devi ceExt ensi on;

KIRQL irgl = KeGetCurrentlrql();

KdPrint (("enter PoSystemQueryConpl eti onRoutine at IRQL % with ntStatus Ox%\n",
irql == PASSIVE_LEVEL ? "PASSI VE_LEVEL": "DI SPATCH LEVEL",
I rp->loStatus. Status));

/ If the lower driver returned PENDING mark our stack |ocation as pending al so.
f (1rp->Pendi ngRet ur ned)

/

i

{
I oMar ki r pPendi ng( 1 rp);

}

/1 Finish any outstandi ng transactions,

/1 wait for all transaction to finish here

KeWai t For Si ngl eoj ect (&devi ceExt ensi on- >NoPendi ngTr ansact i onsEvent,

Executi ve,

Ker nel Mode,

FALSE,

NULL) ;

I rp->loStatus. Status = STATUS_SUCCESS;
return STATUS_SUCCESS;

// LR R R R R I R R R R R R R R R R R R

/1 Function: PoChangeDevi ceSt at eRouti ne
/! Purpose: Conpletion routine for changing the

11 device state due to system set power irps
// EIE R R R R R R I R I R R R R R R R R R R R R
NTSTATUS

PoChangeDevi ceSt at eRout i ne(
I N PDEVI CE_OBJECT Nul | Devi cenj ect,
INPIRP Irp,
I'N PVO D Cont ext

)

{
PDEVI CE_OBJECT Devi ceObj ect = ( PDEVI CE_OBJECT) Cont ext ;
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ce(bj ect - >Devi ceExt ensi on;
NTSTATUS Request | rpSt at us = STATUS_SUCCESS;
DEVI CE_POWNER_STATE currDeviceState =
devi ceExt ensi on- >Cur r ent Devi ceSt at e. Devi ceSt at e;
DEVI CE_POWNER_STATE next Devi ceState = devi ceExt ensi on->Next Devi ceSt at e. Devi ceSt at e;
KdPrint (("Change device state from% to %\n",
Devi cePower St at eStri ng[ curr Devi ceSt at e],
Devi cePower St at eStri ng[ next Devi ceState]));
/1 If the lower driver returned PENDING mark our stack |ocation as pending al so.
if (1rp->Pendi ngRet urned)
I oMar kI r pPendi ng(Irp);
}
/1 No, request that we be put into this state
/1 by requesting a new Power Irp fromthe Pnp manager
devi ceExt ensi on->Powerlrp = Irp;
i f (devi ceExt ensi on- >Next Devi ceSt at e. Devi ceSt at e == Power Devi ceD0)
{
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KdPrint (("Powering up device as a result of system wakeup\n"));

}

devi ceExt ensi on- >Set Power Event Fl ag =
((devi ceExt ensi on- >Next Devi ceSt at e. Devi ceSt at e == Power Devi ceDO0) &&
(devi ceExt ensi on->Current Devi ceSt at e. Devi ceState ! = Power Devi ceD0) &&
(gHasRenot eWakeupl ssue) ) ;

/1 sinply adjust the device state if necessary
if (currDeviceState ! = nextDeviceState)
{
devi ceExt ensi on->loctllrp = NULL;
Request | rpSt at us = Set Devi cePower St at e( Devi ceObj ect ,
next Devi ceSt at e) ;

}
Irp->loStatus. Status = STATUS_SUCCESS;

return STATUS_SUCCESS;
}

// EE R R R S R I R S R R S S

/1 Function: Start Thread
/1 Purpose: Generic routine for starting a thread
// EE R R R S R R R R R
NTSTATUS
Start Thread(

I N PDEVI CE_OBJECT Devi cebj ect

)

{
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us;
HANDLE Thr eadHandl e;
nt Status = PsCreat eSyst enThr ead( &Thr eadHandl e,
(ACCESS_MASK) 0,
NULL,
(HANDLE) O,
NULL,
Power UpThr ead,
Devi ceObj ect ) ;
if (!NT_SUCCESS(ntStatus))
{
return nt Status,;
}
11
/1 Convert the Thread object handl e
/! into a pointer to the Thread object
/1 itself. Then close the handle.
11
hRef er enceObj ect ByHandl e(
Thr eadHandl e,
THREAD_ALL_ACCESS,
NULL,
Ker nel Mbde,
&devi ceExt ensi on- >Thr eadj ect,
NULL );
ZwCl ose( ThreadHandl e );
return nt Status;
}
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// LR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

/1 Function: PowerUpThread
/1 Purpose: Perforns a Get Device Descriptor call after systemreturns
1 to SO to be replaced by vendor specific command for
/1 querying the device if it generated a renote wakeup
// EE R R Sk Sk Sk Sk S S Sk S kR Sk S S S S Sk Sk Sk kS kS S S S kR Sk S R S Sk Sk S S S S S
Vva D
Power UpThr ead(
I'N PVO D pCont ext
)

PDEVI CE_OBJECT Devi ceObj ect = pCont ext ;
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;

NTSTATUS nt St at us;

KeSet Pri ori tyThread(
KeGet Curr ent Thr ead(),
LOW REALTI ME_PRIOCRITY );

nt St at us = KeWai t For Si ngl eObj ect (&devi ceExt ensi on- >Power UpEvent ,
Suspended,
Ker nel Mbde,
FALSE,
NULL) ;

i f (NT_SUCCESS(nt Status))
{
PVA D descriptorBuffer = NULL;
ULONG si z;
KdPrint (("Power Up Event signalled - Perform ng get descriptor call\n"));

/1 Get the device Descriptor
siz = sizeof (USB_DEVI CE_DESCRI PTCR) ;
descri ptorBuf fer = ExAl | ocat ePool (NonPagedPool , siz);

if (!descriptorBuffer)

nt St at us = STATUS_NO_MEMORY;
}

el se

nt Status = Get Descri pt or (Devi ce(bj ect,
USB_DEVI CE_DESCRI PTOR_TYPE,
0,
0,
descri ptorBuffer,
si z);
ExFr eePool (descriptorBuffer);
descriptorBuffer = NULL;

}
KdPrint (("Power UpThread: Get Descriptor Call: Ox%\n", ntStatus));

}
KdPrint (("Power UpThread - Term nating\n"));
PsTer m nat eSyst eniThr ead( STATUS_SUCCESS ) ;
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// LR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

/1 Function: Handl eSystemuerylrp
/1 Purpose: Deternine whether or not we should prevent the systemfrom

/1 going to sleep
// IR R S R RS RS RS R R RS R R R RS RS R R R R RS R R R R R RS R RS EEEE R EEEEEEEREEEEEEEEEES
NTSTATUS

Handl eSyst emQuer yl r p(
I N PDEVI CE_OBJECT Devi cebj ect,

INPIRP Irp
)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi cebj ect - >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON i r pSt ack = loGetCurrent|rpStackLocation(lrp);
NTSTATUS nt St at us = STATUS_SUCCESS;

BOOLEAN f NoConpl et i onRout i ne
BOOLEAN f PassDownl r p

FALSE;
TRUE;

KdPrint ((" \n"));
KdPrint (("Power () | RP_MN_QUERY_POVWER to %s\n",
Syst enPower St at eStri ng[i r pSt ack- >Par anet ers. Power . St at e. SystentState]));

/1 first determine if we are transmtting data

i f (devi ceExtension->ul Qut Standi nglrps > 0)

{
BOOLEAN f Opti onDet er mi ned = FALSE;
ULONG  ul St opDat aTr ansmi ssi onOnSuspend = 1;
BOOLEAN fTransmttingCritial Data = FALSE;

/! determine if driver should stop transmtting data
f Opti onDet ermi ned = ( BOOLEAN) Get Regi st ryDwor d( &gRegi st ryPat h,
L" St opDat aTr ansmi ssi onOnSuspend"”,
&ul St opDat aTr ansm ssi onOnSuspend) ;
/1 Note COVWPANY_X PRODUCT_Y_ REG STRY_PATH is the absolute registry path
/1 which woul d be defined as: L"\\ REA STRY\ \ Machi ne\\ Syst em..
/1 .\N\ Current Control Set\\ Servi ces\\ COWPANY_X\\ PRODUCT_Y and corresponds
/1 to the following section in the registry (created by an .inf file or
/1 installation routine): HKLM\ System\ Current Control Set\\ Servi ces...
/1 .\\ COVPANY_X\\ PRODUCT_Y whi ch woul d contain the DWORD entry
/1 St opDat aTransm ssi onOnSuspend

if (ul StopDataTransm ssi onOnSuspend | |
1 fOptionDeterm ned ||
i rpSt ack- >Par anmet er s. Power . St at e. Syst enSt at e == Power Syst enShut down)
/'l stop data transmission if the option was set to do so or if the
/1 option could not be read or if the systemis entering S5

/!l Set a flag used to queue up incomng irps
devi ceExt ensi on- >Power Tr ansi ti onPendi ng = TRUE;

/1 attach a conpletion routine to wait for
| oCopyCurrent|rpStackLocati onToNext (Irp);
| 0Set Conpl eti onRouti ne(lrp,
PoSyst enfQuer yConpl eti onRout i ne,
Devi ceObj ect,
TRUE,
TRUE,
TRUE) ;

f NoConpl et i onRout i ne = FALSE;
}

el se
f PassDownl rp = FALSE;

}
nt St at us = PassDownPower | r p( Devi cebj ect, Irp, fPassDownlrp, fNoConpletionRoutine);

return ntStatus;
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// LR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

/1 Function: PassDownPower|rp

/'l Purpose: Passes down a power irp. If no conpletion routine is

/1 necessary, then |oSkipCurrentlrpStackLocation() is called.
// LR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R
NTSTATUS

PassDownPower | r p(
I'N PDEVI CE_OBJECT Devi ceObj ect,
INPIRP Irp,
I N BOOLEAN bPassDownl r p,
I N BOOLEAN bNoConpl eti onRout i ne
)

PDEVI CE_EXTENSI ON devi ceExt ensi on
NTSTATUS nt St at us

Devi ce(bj ect - >Devi ceExt ensi on;
STATUS_SUCCESS;

/1 Notify that driver is ready for next power irp
PoSt art Next Power I rp(lrp);

if (bPassDownl rp)
if (bNoConpl eti onRouti ne)

/1 set the irp stack location for pdo
| oSki pCurrent | rpStackLocation(lrp);

/'l pass the driver down to the pdo
nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceoj ect, |rp);
}

el se

ntStatus = Irp->loStatus. Status = STATUS_UNSUCCESSFUL;
Irp->loStatus. Informati on = 0;
| oConpl et eRequest (I rp, | O_NO_| NCREMENT) ;

return ntStatus;

// EE R R Sk Sk Sk Sk Sk S R S kR R S kS kS Sk kS R R Sk kS S S S kS

/1 Function: Handl eDevi ceQuerylrp
/1 Purpose: Accept a request to power down if no data is being

/1 transmtted
// IR R SRR SRR EEEE SRS SR EEEREEEEEEEEEEEEEEEEEEESEEEERESEEEEREEEEEEEEE RS EEEEEESEES
NTSTATUS

Handl eDevi ceQueryl r p(
I N PDEVI CE_OBJECT Devi cebj ect,

INPIRP ITp
{ )
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi cebj ect - >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON i r pSt ack = |oGetCurrent|rpStackLocation(lrp);
NTSTATUS nt St at us = STATUS_SUCCESS;
KdPrint ((" \n"));
KdPrint (("Power () | RP_MN_QUERY_POVNER to %s\n",
Devi cePower St at eStri ng[irpSt ack- >Par amet er s. Power . St at e. Devi ceState]));
nt St at us = PassDownPower | r p( Devi cehj ect,
Irp,
( BOOLEAN) (devi ceExt ensi on- >ul Qut St andi ngl rps == 0),
TRUE); // No conpletion routine
return nt Status;
}
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// LR R R S S R R

/1

/Il File: power.h

/1

// LR R R S R S S R R
#i fndef _power _h_

#define _power_h_

NTSTATUS

PoSet Devi cePower St at eConpl et e(
I N PDEVI CE_OBJECT Nul | Devi cenj ect,
INPIRP Irp,

I'N PVO D Cont ext

)

NTSTATUS
Handl eSet Syt enPower St at e(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP ITp
)i

NTSTATUS
Handl eSet Devi cePower St at e(
I N PDEVI CE_OBJECT Devi cebj ect,
I'N PI RP Irp
)

NTSTATUS
Di spat chPower (
I N PDEVI CE_OBJECT Devi cebj ect,

IN Pl RP Irp
)

NTSTATUS

ChangeDevi cePower St at eConpl et i on(
I N PDEVI CE_COBJECT Devi ce(bj ect ,
I'N UCHAR M nor Functi on,
I'N PONER_STATE Power St at e,
IN PVO D Cont ext,
I'N Pl O_STATUS_BLOCK | oSt at us
)

NTSTATUS

Set Devi cePower St at e(
I N PDEVI CE_OBJECT Devi ce(pj ect,

I N DEVI CE_POWER_STATE Power St at e
)

NTSTATUS

| ssueWai t Wake(

I N PDEVI CE_OBJECT  Devi ceObj ect
)

NTSTATUS

Request Wai t WakeConpl et i on(
I N PDEVI CE_COBJECT Devi ce(bj ect ,
I N UCHAR M nor Functi on,
I N PONER_STATE Power St at e,
IN PVO D Cont ext,
I'N Pl O_STATUS_BLOCK | oSt at us
)

NTSTATUS

PoSyst emQuer yConpl et i onRout i ne(
I N PDEVI CE_OBJECT Nul | Devi cenj ect,
INPIRP Irp,

I'N PVO D Cont ext

)

NTSTATUS

PoChangeDevi ceSt at eRout i ne(
I N PDEVI CE_OBJECT Nul | Devi cenj ect,
INPIRP Irp,

I'N PVO D Cont ext

)i
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NTSTATUS

Start Thread(

I' N PDEVI CE_OBJECT Devi ceObj ect
)

VA D
Power UpThr ead(

I'N PVO D pCont ext
)

NTSTATUS
Handl eSyst enQuer yl r p(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP ITp
)i

NTSTATUS
Handl eDevi ceQueryl r p(
I N PDEVI CE_OBJECT Devi ceObj ect,
INPIRP ITp
)

NTSTATUS

PassDownPower | r p(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp,
I N BOOLEAN bPassDownl r p,
I N BOOLEAN bNoConpl eti onRouti ne
)

#endi f

// IR R SR RS RS EE SRS ESEEEEEEEREEREEREEEESEREESEESS
/1

/1 File: ioctl.c

/1

// LR R R S R R S R S S S R R S

#defi ne DRI VER

#pragnma war ni ng(di sabl e: 4214) // bitfield nonstd
#i ncl ude "wdm h"
#pragnma war ni ng(def aul t: 4214)

#i ncl ude "stdarg. h"
#i ncl ude "stdio.h"
#i ncl ude "devioctl.h"

#pragnma war ni ng(di sabl e: 4200) //non std struct used
#i ncl ude "usbdi . h"
#pragnma war ni ng( def aul t: 4200)

#i ncl ude "usbdlib. h"
#include "ioctl.h"
#i ncl ude "sanpl e. h"

#i ncl ude "power.h"

ext ern USBD_VERSI ON_| NFORMATI ON gVer si onl nf or mati on
ext ern BOOLEAN gHasRenot eWakeupl ssue
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// LR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

/1 Function: Processloctl
/'l Purpose: Handle DeviceloCrl requests
// LR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R
NTSTATUS
Processloct| (
I N PDEVI CE_OBJECT Devi cebj ect,

INPIRP ITp
{ )
NTSTATUS nt St at us = STATUS_SUCCESS;
PDEVI CE_EXTENSI ON  devi ceExt ensi on = Devi ce(hj ect - >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON irpStack = loGet Current|rpStackLocation (Irp);
PVO D i oBuffer;
ULONG i nput Buf f er Lengt h;
ULONG out put Buf f er Lengt h;
ULONG i oCont r ol Code;
ULONG | ength = 0;
Irp->loStatus. Status = STATUS_SUCCESS;
Irp->loStatus. Information = 0;
ASSERT (devi ceExtension);
i oBuf fer = | rp->Associ at edl rp. SystenBuffer;
i nput Buf f er Lengt h = irpSt ack->Paranet ers. Devi cel oControl . | nput Buf f er Lengt h;
out put Buf fer Length = irpStack->Paraneters. Devi cel oContr ol . Qut put Buf f er Lengt h;
i oCont r ol Code = i rpStack->Par anet ers. Devi cel oControl . | oContr ol Code;
switch (ioControl Code)
{
case | OCTL_GET_DEVI CE_PONER_STATE:
PULONG pul Power State = (PULONG) i oBuffer;
KdPrint (("| OCTL_GET_DEVI CE_PONER_STATE: 0x%\n",
(ULONG) devi ceExt ensi on->Current Devi ceSt at e. Devi ceState));
*pul Power St at e = (ULONG) devi ceExt ensi on->Current Devi ceSt at e. Devi ceSt at e;
Irp->loStatus.Information = | ength = sizeof (ULONG) ;
}
br eak;
case | OCTL_RESET_PARENT_PORT:
nt St at us = Reset Parent Port ( Devi cebj ect) ;
Irp->loStatus. | nformation = 0;
br eak;
case | OCTL_GET_USBDI _VERSI ON:
{
PULONG pul Versi on = (PULONG)i oBuffer;
*pul Versi on = gVersi onl nfornmati on. USBDI _Ver si on;
Irp->loStatus. Status = ntStatus = STATUS_SUCCESS,
Irp->loStatus. Status = si zeof (ULONG) ;
}
br eak;
defaul t:
nt St atus = STATUS_I| NVALI D_PARAMETER;
}
Irp->loStatus. Status = ntStat us;
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if (ntStatus == STATUS_PENDI NG

I oMar kI r pPendi ng(1rp);
}

el se

{
| oConpl et eRequest (Irp, | O_NO I NCREMENT) ;

return nt Status;

}

// LR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

/1 Function: ResetParentPort
/'l Purpose: Rest the device
// R R Sk Sk Sk Sk R S R Sk kR R S kS S kS kS S S kS Sk S Sk S S S S S S S S
NTSTATUS
Reset Par ent Port (
I N PDEVI CE_COBJECT Devi cebj ect

)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi cebj ect - >Devi ceExt ensi on;
NTSTATUS nt St atus, status = STATUS_SUCCESS,

PIRP irp;

KEVENT event;

| O_STATUS_BLOCK i oSt at us;

Pl O_STACK_LOCATI ON next St ack;

Kel nitializeEvent (&event, NotificationEvent, FALSE);

irp = | oBuil dDevi cel oContr ol Request (
| OCTL_| NTERNAL_USB_RESET_PORT,
devi ceExt ensi on- >St ackDevi cebj ect ,
NULL,
0,
NULL,
0,
TRUE, // internal ( use | RP_MI_I NTERNAL_DEVI CE_CONTRCL )
&event,
& oSt atus);

next Stack = |l oGet Next|rpStackLocation(irp);
ntStatus = loCall Driver(devi ceExt ensi on->St ackDevi cebj ect, irp);

if (ntStatus == STATUS_PEND NG
{
status = KeWait For Si ngl ehj ect (&event,

Suspended,
Ker nel Mbde,
FALSE,
NULL) ;

}

el se

{

}

11

/1 USBD maps the error code for us
1

nt Status = ioStatus. Status;

ioStatus. Status = nt St atus;

KdPrint (("Exit ResetPort (%)\n", ntStatus));

return ntStatus;
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// LR R R S S R R

/1

/1 File: ioctl.h

/1

// IR RS R RS RS EE SRS E SRS EE SRS REEREEREEEESEREESEESS
#i f ndef __ICCTL_H__

#defi ne __IOCTL_H _

#define | OCTL_I NDEX 0x0000

#define | OCTL_GET_DEVI CE_POAER STATE  CTL_CODE( FI LE_DEVI CE_UNKNOMN, \
| OCTL_| NDEX, \
METHOD BUFFERED, \
FI LE_ANY_ACCESS)

#def i ne | OCTL_RESET_PARENT_PORT CTL_CODE( FI LE_DEVI CE_UNKNOWN,  \
| OCTL_| NDEX+1, \
METHOD BUFFERED, \
FI LE_ANY_ACCESS)

#def i ne | OCTL_GET_USBDI _VERSI ON CTL_CODE( FI LE_DEVI CE_UNKNOWN,  \
| OCTL_| NDEX+2, \
METHOD BUFFERED, \
FI LE_ANY_ACCESS)

#endif // __IOCTL_H__

// LR R R S R S R S R R S

/1

/1l File: guid.h

/1

// LR R R S R R R S S R S R R R R S
#i fndef _guid_h_

#define _guid_h_

/1 {41D40828- 3DEB- 11d3- BCFB- 00A0C956C0B7}
DEFI NE_GUI D( GUI D_CLASS_PM 0x41d40828, 0x3deb, 0x11d3, Oxbc, Oxfb, 0x0, 0xa0, 0xc9, 0x56
0xc0, 0xb7);

#endi f
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